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Preface

When hanging out with colleagues from financial technology (Fin-
Tech), you cannot help but notice that the so-called blockchain is
all the rage, almost as important as the Internet. Some FinTech
colleagues seem to understand the blockchain as a magic piece of
code that allows the participants of a distributed system to agree
on a common view of the system, to track changes in the system.
In the distributed systems community, agreement techniques have
been known long before cryptocurrencies such as Bitcoin (where
the term blockchain is borrowed) emerged. Various concepts and
protocols exist, each with its own advantages and disadvantages.

The idea of this book is to give a scientifically precise overview
of the most interesting approaches that have emerged in the past
few decades. If you are a developer (in FinTech or not), this book
will help you to get a better understanding what is right and what
is wrong for your distributed system, what is possible and what is
not.

This Book

This book introduces the basic techniques when building fault-
tolerant distributed systems. We will present different protocols
and algorithms that allow for fault-tolerant operation, and we will
discuss practical systems that implement these techniques.

The book presents the main ideas independently from each
other, each topic has its own chapter. Each chapter starts with an
introductory story that motivates the content of the chapter. Al-
gorithms, protocols and definitions are presented formally, so that
you know how to implement the ideas. Some insights are proved
in theorems, so that you learn why the concepts or algorithms are
correct, and what they can guarantee. Most of the other text is
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presented as so-called remarks. These remarks discuss various in-
formal thoughts, and often set the stage for the next idea. However,
one will get the essence of each chapter even without reading any
of these remarks. Each chapter also discusses the history of the
ideas presented in the chapter, so that you can find the original
research.

In this book, we will see different models (and combinations of
models) that may make sense in different scenarios. The focus of
the book is on protocols and systems that matter in practice. In
other words, we do not discuss concepts because they are fun, but
because they are practically relevant.

Nevertheless, have fun!
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Chapter 1

Introduction

1.1 What are Distributed Systems?

Today’s computing and information systems are inherently distrib-
uted. Many companies are operating on a global scale, with thou-
sands or even millions of machines on all the continents. Data is
stored in various data centers, computing tasks are performed on
multiple machines.

At the other end of the spectrum, also your mobile phone is
a distributed system. Not only does it probably share some of
your data with the cloud, also the phone itself contains multiple
processing and storage units.

Moreover, computers have come a long way. In the early 1970s,
microchips featured a clock rate of roughly 1 MHz. 10 years later,
in the early 1980s, you could get a computer with a clock rate of
roughly 10 MHz. In the early 1990s, clock speed was around 100
Mhz. In the early 2000s the first 1 GHz processor was shipped
to customers. Just a few years later, in the Mid 2000s, one could
already buy processors with clock rates between 3 and 4 GHz. If
you buy a new computer today, chances are that the clock rate is
still between 3 and 4 GHz, since clock rates basically stopped grow-
ing after about 2004. Clock speed can apparently not be increased
without running into physical issues such as overheating.

In summary, today almost all computer systems are distributed,
for different reasons:

• Geography: Large organizations and companies are inher-
ently geographically distributed.
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2 CHAPTER 1. INTRODUCTION

• Parallelism: In order to speed up computation, we employ
multicore processors or computing clusters.

• Reliability: Data is replicated on different machines in order
to prevent loss.

• Availability: Data is replicated on different machines in or-
der to allow for fast access, without bottleneck, minimizing
latency.

Even though distributed systems have many benefits, such as
increased storage, computational power, or even the possibility to
connect spatially separated locations, they also introduce challeng-
ing coordination problems. Coordination problems are so preva-
lent, they come with various flavors and names: Blockchain, con-
sistency, agreement, consensus, ledger, event sourcing, etc.

Coordination problems will happen quite often in a distributed
system. Even though every single node (computer, core, network
switch, etc.) of a distributed system will only fail once every few
years, with millions of nodes, you can expect a failure every minute.
On the bright side, one may hope that a distributed system with
multiple nodes may tolerate some failures and continue to work
correctly.

1.2 Book Overview

The central concept of this book will be introduced in Chapter
2 and is generally known as state replication, see Definition 2.8.
We achieve state replication if all nodes of a distributed system
agree on a sequence of commands, the same set of commands in
the same order. In the financial tech industry, state replication is
often synonymous with the term blockchain. State replication can
be achieved using various algorithms, depending on the failures the
system must be able to tolerate.

In Chapter 2 we will motivate and introduce the basic defini-
tions, and present Paxos, an algorithm that achieves state replica-
tion even though a minority of nodes in the system may crash.

In Chapter 3 we will understand that Paxos may not make
progress, and that indeed no deterministic protocol can solve state
replication if we are unlucky. However, on the positive side, we will
also introduce a fast randomized consensus protocol that can solve
state replication despite crash failures.



BIBLIOGRAPHY 3

In Chapter 4 we look beyond simple crash failures, and intro-
duce protocols that work even in the presence of malicious behav-
ior, in synchronous and asynchronous systems. In addition, we will
explore different definitions for correct behavior.

In Chapter 5 we use a cryptographic concept called message au-
thentication. We first present a simple synchronous protocol, and
then Zyzzyva, a state of the art asynchronous protocol for imple-
menting state replication if message authentication is available.

In Chapter 6 we investigate scalability issues by studying so-
called quorum systems. If a set of servers is no longer powerful
enough, and adding more servers does not help, quorum systems
may be an elegant solution.

In Chapter 7 we introduce weaker consistency concepts, and
provide a detailed explanation of the Bitcoin protocol as a prime
example of such a protocol.

Finally, in Chapter 8 we explore even weaker consistency con-
cepts, and present highly scalable distributed storage solutions.

Chapter Notes

Many good text books have been written on the subject, e.g. [AW04,
CGR11, CDKB11, Lyn96, Mul93, Ray13, TS01]. James Aspnes
has written an excellent freely available script on distributed sys-
tems [Asp14]. Similarly to our course, these texts focus on large-
scale distributed systems, and hence there is some overlap with
our course. There are also some excellent text books focusing on
small-scale multicore systems, e.g. [HS08].

Some colleagues have helped writing and improving this book.
Thanks go to Pascal Bissig, Philipp Brandes, Christian Decker,
Klaus-Tycho Förster, Barbara Keller, Rik Melis, and David Stolz,
in alphabetical order.
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Chapter 2

Fault-Tolerance &
Paxos

How do you create a fault-tolerant distributed system? In this
chapter we start out with simple questions, and, step by step, im-
prove our solutions until we arrive at a system that works even
under adverse circumstances, Paxos.

2.1 Client/Server

Definition 2.1 (node). We call a single actor in the system node.
In a computer network the computers are the nodes, in the classical
client-server model both the server and the client are nodes, and so
on. If not stated otherwise, the total number of nodes in the system
is n.

Model 2.2 (message passing). In the message passing model
we study distributed systems that consist of a set of nodes. Each
node can perform local computations, and can send messages to
every other node.

Remarks:

• We start with two nodes, the smallest number of nodes in
a distributed system. We have a client node that wants to
“manipulate” data (e.g., store, update, . . . ) on a remote
server node.

5



6 CHAPTER 2. FAULT-TOLERANCE & PAXOS

Algorithm 2.3 Näıve Client-Server Algorithm

1: Client sends commands one at a time to server

Model 2.4 (message loss). In the message passing model with
message loss, for any specific message, it is not guaranteed that
it will arrive safely at the receiver.

Remarks:

• A related problem is message corruption, i.e., a message
is received but the content of the message is corrupted. In
practice, in contrast to message loss, message corruption
can be handled quite well, e.g. by including additional
information in the message, such as a checksum.

• Algorithm 2.3 does not work correctly if there is message
loss, so we need a little improvement.

Algorithm 2.5 Client-Server Algorithm with Acknowledgments

1: Client sends commands one at a time to server
2: Server acknowledges every command
3: If the client does not receive an acknowledgment within a rea-

sonable time, the client resends the command

Remarks:

• Sending commands “one at a time” means that when the
client sent command c, the client does not send any new
command c′ until it received an acknowledgment for c.

• Since not only messages sent by the client can be lost, but
also acknowledgments, the client might resend a message
that was already received and executed on the server. To
prevent multiple executions of the same command, one
can add a sequence number to each message, allowing the
receiver to identify duplicates.

• This simple algorithm is the basis of many reliable pro-
tocols, e.g. TCP.

• The algorithm can easily be extended to work with mul-
tiple servers: The client sends each command to every



2.1. CLIENT/SERVER 7

server, and once the client received an acknowledgment
from each server, the command is considered to be exe-
cuted successfully.

• What about multiple clients?

Model 2.6 (variable message delay). In practice, messages might
experience different transmission times, even if they are being sent
between the same two nodes.

Remarks:

• Throughout this chapter, we assume the variable message
delay model.

Theorem 2.7. If Algorithm 2.5 is used with multiple clients and
multiple servers, the servers might see the commands in different
order, leading to an inconsistent state.

Proof. Assume we have two clients u1 and u2, and two servers s1

and s2. Both clients issue a command to update a variable x on
the servers, initially x = 0. Client u1 sends command x = x + 1
and client u2 sends x = 2 · x.

Let both clients send their message at the same time. With
variable message delay, it can happen that s1 receives the message
from u1 first, and s2 receives the message from u2 first.1 Hence, s1

computes x = (0 + 1) · 2 = 2 and s2 computes x = (0 · 2) + 1 = 1.

Definition 2.8 (state replication). A set of nodes achieves state
replication, if all nodes execute a (potentially infinite) sequence
of commands c1, c2, c3, . . . , in the same order.

Remarks:

• State replication is a fundamental property for distrib-
uted systems.

• For people working in the financial tech industry, state
replication is often synonymous with the term blockchain.
The Bitcoin blockchain we will discuss in Chapter 7 is in-
deed one way to implement state replication. However,
as we will see in all the other chapters, there are many al-
ternative concepts that are worth knowing, with different
properties.

1For example, u1 and s1 are (geographically) located close to each other,
and so are u2 and s2.
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• Since state replication is trivial with a single server, we
can designate a single server as a serializer. By letting
the serializer distribute the commands, we automatically
order the requests and achieve state replication!

Algorithm 2.9 State Replication with a Serializer

1: Clients send commands one at a time to the serializer
2: Serializer forwards commands one at a time to all other servers
3: Once the serializer received all acknowledgments, it notifies the

client about the success

Remarks:

• This idea is sometimes also referred to as master-slave
replication.

• What about node failures? Our serializer is a single point
of failure!

• Can we have a more distributed approach of solving state
replication? Instead of directly establishing a consistent
order of commands, we can use a different approach: We
make sure that there is always at most one client sending
a command; i.e., we use mutual exclusion, respectively
locking.

Algorithm 2.10 Two-Phase Protocol

Phase 1

1: Client asks all servers for the lock

Phase 2

2: if client receives lock from every server then
3: Client sends command reliably to each server, and gives the

lock back
4: else
5: Clients gives the received locks back
6: Client waits, and then starts with Phase 1 again
7: end if
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Remarks:

• This idea appears in many contexts and with different
names, usually with slight variations, e.g. two-phase lock-
ing (2PL).

• Another example is the two-phase commit (2PC) proto-
col, typically presented in a database environment. The
first phase is called the preparation of a transaction, and
in the second phase the transaction is either committed or
aborted. The 2PC process is not started at the client but
at a designated server node that is called the coordinator.

• It is often claimed that 2PL and 2PC provide better con-
sistency guarantees than a simple serializer if nodes can
recover after crashing. In particular, alive nodes might
be kept consistent with crashed nodes, for transactions
that started while the crashed node was still running.
This benefit was even improved in a protocol that uses
an additional phase (3PC).

• The problem with 2PC or 3PC is that they are not well-
defined if exceptions happen.

• Does Algorithm 2.10 really handle node crashes well?
No! In fact, it is even worse than the simple serializer
approach (Algorithm 2.9): Instead of having a only one
node which must be available, Algorithm 2.10 requires
all servers to be responsive!

• Does Algorithm 2.10 also work if we only get the lock
from a subset of servers? Is a majority of servers enough?

• What if two or more clients concurrently try to acquire
a majority of locks? Do clients have to abandon their al-
ready acquired locks, in order not to run into a deadlock?
How? And what if they crash before they can release the
locks? Do we need a slightly different concept?
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2.2 Paxos

Definition 2.11 (ticket). A ticket is a weaker form of a lock, with
the following properties:

• Reissuable: A server can issue a ticket, even if previously
issued tickets have not yet been returned.

• Ticket expiration: If a client sends a message to a server
using a previously acquired ticket t, the server will only accept
t, if t is the most recently issued ticket.

Remarks:

• There is no problem with crashes: If a client crashes while
holding a ticket, the remaining clients are not affected,
as servers can simply issue new tickets.

• Tickets can be implemented with a counter: Each time
a ticket is requested, the counter is increased. When a
client tries to use a ticket, the server can determine if the
ticket is expired.

• What can we do with tickets? Can we simply replace the
locks in Algorithm 2.10 with tickets? We need to add at
least one additional phase, as only the client knows if a
majority of the tickets have been valid in Phase 2.
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Algorithm 2.12 Näıve Ticket Protocol

Phase 1

1: Client asks all servers for a ticket

Phase 2

2: if a majority of the servers replied then
3: Client sends command together with ticket to each server
4: Server stores command only if ticket is still valid, and replies

to client
5: else
6: Client waits, and then starts with Phase 1 again
7: end if

Phase 3

8: if client hears a positive answer from a majority of the servers
then

9: Client tells servers to execute the stored command
10: else
11: Client waits, and then starts with Phase 1 again
12: end if

Remarks:

• There are problems with this algorithm: Let u1 be the
first client that successfully stores its command c1 on a
majority of the servers. Assume that u1 becomes very
slow just before it can notify the servers (Line 7), and
a client u2 updates the stored command in some servers
to c2. Afterwards, u1 tells the servers to execute the
command. Now some servers will execute c1 and others
c2!

• How can this problem be fixed? We know that every
client u2 that updates the stored command after u1 must
have used a newer ticket than u1. As u1’s ticket was
accepted in Phase 2, it follows that u2 must have acquired
its ticket after u1 already stored its value in the respective
server.

• Idea: What if a server, instead of only handing out tickets
in Phase 1, also notifies clients about its currently stored
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command? Then, u2 learns that u1 already stored c1 and
instead of trying to store c2, u2 could support u1 by also
storing c1. As both clients try to store and execute the
same command, the order in which they proceed is no
longer a problem.

• But what if not all servers have the same command stored,
and u2 learns multiple stored commands in Phase 1. What
command should u2 support?

• Observe that it is always safe to support the most recently
stored command. As long as there is no majority, clients
can support any command. However, once there is a
majority, clients need to support this value.

• So, in order to determine which command was stored
most recently, servers can remember the ticket number
that was used to store the command, and afterwards tell
this number to clients in Phase 1.

• If every server uses its own ticket numbers, the newest
ticket does not necessarily have the largest number. This
problem can be solved if clients suggest the ticket num-
bers themselves!
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Algorithm 2.13 Paxos

Client (Proposer)

Initialization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

c / command to execute
t = 0 / ticket number to try

Phase 1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

1: t = t+ 1
2: Ask all servers for ticket t

Phase 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

7: if a majority answers ok then
8: Pick (Tstore, C) with largest

Tstore
9: if Tstore > 0 then
10: c = C
11: end if
12: Send propose(t, c) to same

majority
13: end if

Phase 3 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

19: if a majority answers success
then

20: Send execute(c) to every server
21: end if

Server (Acceptor)

Tmax = 0 / largest issued ticket

C = ⊥ / stored command
Tstore = 0 / ticket used to store C

3: if t > Tmax then
4: Tmax = t
5: Answer with ok(Tstore, C)
6: end if

14: if t = Tmax then
15: C = c
16: Tstore = t
17: Answer success
18: end if

Remarks:

• Unlike previously mentioned algorithms, there is no step
where a client explicitly decides to start a new attempt
and jumps back to Phase 1. Note that this is not neces-
sary, as a client can decide to abort the current attempt
and start a new one at any point in the algorithm. This
has the advantage that we do not need to be careful about
selecting “good” values for timeouts, as correctness is in-
dependent of the decisions when to start new attempts.

• The performance can be improved by letting the servers
send negative replies in phases 1 and 2 if the ticket ex-
pired.
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• The contention between different clients can be alleviated
by randomizing the waiting times between consecutive
attempts.

Lemma 2.14. We call a message propose(t,c) sent by clients on
Line 12 a proposal for (t,c). A proposal for (t,c) is chosen, if
it is stored by a majority of servers (Line 15). For every issued
propose(t′,c′) with t′ > t holds that c′ = c, if there was a chosen
propose(t,c).

Proof. Observe that there can be at most one proposal for every
ticket number τ since clients only send a proposal if they received
a majority of the tickets for τ (Line 7). Hence, every proposal is
uniquely identified by its ticket number τ .

Assume that there is at least one propose(t′,c′) with t′ > t and
c′ 6= c; of such proposals, consider the proposal with the smallest
ticket number t′. Since both this proposal and also the propose(t,c)
have been sent to a majority of the servers, we can denote by S the
non-empty intersection of servers that have been involved in both
proposals. Recall that since propose(t,c) has been chosen, this
means that that at least one server s ∈ S must have stored com-
mand c; thus, when the command was stored, the ticket number t
was still valid. Hence, s must have received the request for ticket
t′ after it already stored propose(t,c), as the request for ticket t′

invalidates ticket t.
Therefore, the client that sent propose(t′,c′) must have learned

from s that a client already stored propose(t,c). Since a client
adapts its proposal to the command that is stored with the highest
ticket number so far (Line 8), the client must have proposed c as
well. There is only one possibility that would lead to the client not
adapting c: If the client received the information from a server that
some client stored propose(t∗,c∗), with c∗ 6= c and t∗ > t. But in
that case, a client must have sent propose(t∗,c∗) with t < t∗ < t′,
but this contradicts the assumption that t′ is the smallest ticket
number of a proposal issued after t.

Theorem 2.15. If a command c is executed by some servers, all
servers (eventually) execute c.

Proof. From Lemma 2.14 we know that once a proposal for c is
chosen, every subsequent proposal is for c. As there is exactly
one first propose(t,c) that is chosen, it follows that all successful
proposals will be for the command c. Thus, only proposals for a
single command c can be chosen, and since clients only tell servers
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to execute a command, when it is chosen (Line 20), each client will
eventually tell every server to execute c.

Remarks:

• If the client with the first successful proposal does not
crash, it will directly tell every server to execute c.

• However, if the client crashes before notifying any of the
servers, the servers will execute the command only once
the next client is successful. Once a server received a re-
quest to execute c, it can inform every client that arrives
later that there is already a chosen command, so that the
client does not waste time with the proposal process.

• Note that Paxos cannot make progress if half (or more)
of the servers crash, as clients cannot achieve a majority
anymore.

• The original description of Paxos uses three roles: Pro-
posers, acceptors and learners. Learners have a trivial
role: They do nothing, they just learn from other nodes
which command was chosen.

• We assigned every node only one role. In some scenarios,
it might be useful to allow a node to have multiple roles.
For example in a peer-to-peer scenario nodes need to act
as both client and server.

• Clients (Proposers) must be trusted to follow the pro-
tocol strictly. However, this is in many scenarios not
a reasonable assumption. In such scenarios, the role of
the proposer can be executed by a set of servers, and
clients need to contact proposers, to propose values in
their name.

• So far, we only discussed how a set of nodes can reach
decision for a single command with the help of Paxos.
We call such a single decision an instance of Paxos.

• If we want to execute multiple commands, we can ex-
tend each instance with an instance number, that is sent
around with every message. Once a command is chosen,
any client can decide to start a new instance with the
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next number. If a server did not realize that the previ-
ous instance came to a decision, the server can ask other
servers about the decisions to catch up.

Chapter Notes

Two-phase protocols have been around for a long time, and it is
unclear if there is a single source of this idea. One of the earlier
descriptions of this concept can found in the book of Gray [Gra78].

Leslie Lamport introduced Paxos in 1989. But why is it called
Paxos? Lamport described the algorithm as the solution to a prob-
lem of the parliament of a fictitious Greek society on the island
Paxos. He even liked this idea so much, that he gave some lec-
tures in the persona of an Indiana-Jones-style archaeologist! When
the paper was submitted, many readers were so distracted by the
descriptions of the activities of the legislators, they did not under-
stand the meaning and purpose of the algorithm. The paper was
rejected. But Lamport refused to rewrite the paper, and he later
wrote that he “was quite annoyed at how humorless everyone work-
ing in the field seemed to be”. A few years later, when the need for
a protocol like Paxos arose again, Lamport simply took the paper
out of the drawer and gave it to his colleagues. They liked it. So
Lamport decided to submit the paper (in basically unaltered form!)
again, 8 years after he wrote it – and it got accepted! But as this
paper [Lam98] is admittedly hard to read, he had mercy, and later
wrote a simpler description of Paxos [Lam01].
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Chapter 3

Consensus

3.1 Two Friends

Alice wants to arrange dinner with Bob, and since both of them
are very reluctant to use the “call” functionality of their phones,
she sends a text message suggesting to meet for dinner at 6pm.
However, texting is unreliable, and Alice cannot be sure that the
message arrives at Bob’s phone, hence she will only go to the meet-
ing point if she receives a confirmation message from Bob. But Bob
cannot be sure that his confirmation message is received; if the con-
firmation is lost, Alice cannot determine if Bob did not even receive
her suggestion, or if Bob’s confirmation was lost. Therefore, Bob
demands a confirmation message from Alice, to be sure that she
will be there. But as this message can also be lost. . .

You can see that such a message exchange continues forever,
if both Alice and Bob want to be sure that the other person will
come to the meeting point!

Remarks:

• Such a protocol cannot terminate: Assume that there are
protocols which lead to agreement, and P is one of the
protocols which require the least number of messages. As
the last confirmation might be lost and the protocol still
needs to guarantee agreement, we can simply decide to
always omit the last message. This gives us a new proto-
col P ′ which requires less messages than P , contradicting
the assumption that P required the minimal amount of
messages.

17
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• Can Alice and Bob use Paxos?

3.2 Consensus

In Chapter 2 we studied a problem that we vaguely called agree-
ment. We will now introduce a formally specified variant of this
problem, called consensus.

Definition 3.1 (consensus). There are n nodes, of which at most
f might crash, i.e., at least n− f nodes are correct. Node i starts
with an input value vi. The nodes must decide for one of those
values, satisfying the following properties:

• Agreement All correct nodes decide for the same value.

• Termination All correct nodes terminate in finite time.

• Validity The decision value must be the input value of a
node.

Remarks:

• We assume that every node can send messages to every
other node, and that we have reliable links, i.e., a message
that is sent will be received.

• There is no broadcast medium. If a node wants to send
a message to multiple nodes, it needs to send multiple
individual messages.

• Does Paxos satisfy all three criteria? If you study Paxos
carefully, you will notice that Paxos does not guaran-
tee termination. For example, the system can be stuck
forever if two clients continuously request tickets, and
neither of them ever manages to acquire a majority.

3.3 Impossibility of Consensus

Model 3.2 (asynchronous). In the asynchronous model, algo-
rithms are event based (“upon receiving message . . . , do . . . ”).
Nodes do not have access to a synchronized wall-clock. A message
sent from one node to another will arrive in a finite but unbounded
time.
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Remarks:

• The asynchronous time model is a widely used formaliza-
tion of the variable message delay model (Model 2.6).

Definition 3.3 (asynchronous runtime). For algorithms in the
asynchronous model, the runtime is the number of time units from
the start of the execution to its completion in the worst case (every
legal input, every execution scenario), assuming that each message
has a delay of at most one time unit.

Remarks:

• The maximum delay cannot be used in the algorithm
design, i.e., the algorithm must work independent of the
actual delay.

• Asynchronous algorithms can be thought of as systems,
where local computation is significantly faster than mes-
sage delays, and thus can be done in no time. Nodes are
only active once an event occurs (a message arrives), and
then they perform their actions “immediately”.

• We will show now that crash failures in the asynchro-
nous model can be quite harsh. In particular there is no
deterministic fault-tolerant consensus algorithm in the
asynchronous model, not even for binary input.

Definition 3.4 (configuration). We say that a system is fully de-
fined (at any point during the execution) by its configuration C.
The configuration includes the state of every node, and all messages
that are in transit (sent but not yet received).

Definition 3.5 (univalent). We call a configuration C univalent,
if the decision value is determined independently of what happens
afterwards.

Remarks:

• We call a configuration that is univalent for value v v-
valent.

• Note that a configuration can be univalent, even though
no single node is aware of this. For example, the config-
uration in which all nodes start with value 0 is 0-valent
(due to the validity requirement).
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• As we restricted the input values to be binary, the deci-
sion value of any consensus algorithm will also be binary
(due to the validity requirement).

Definition 3.6 (bivalent). A configuration C is called bivalent if
the nodes might decide for 0 or 1.

Remarks:

• The decision value depends on the order in which mes-
sages are received or on crash events. I.e., the decision is
not yet made.

• We call the initial configuration of an algorithm C0. When
nodes are in C0, all of them executed their initialization
code and possibly sent some messages, and are now wait-
ing for the first message to arrive.

Lemma 3.7. There is at least one selection of input values V such
that the according initial configuration C0 is bivalent, if f ≥ 1.

Proof. Note that C0 only depends on the input values of the nodes,
as no event occurred yet. Let V = [v0, v1, . . . , vn−1] denote the
array of input values, where vi is the input value of node i.

We construct n + 1 arrays V0, V1, . . . , Vn, where the index i in
Vi denotes the position in the array up to which all input values
are 1. So, V0 = [0, 0, 0, . . . , 0], V1 = [1, 0, 0, . . . , 0], and so on, up to
Vn = [1, 1, 1, . . . , 1].

Note that the configuration corresponding to V0 must be 0-
valent so that the validity requirement is satisfied. Analogously,
the configuration corresponding to Vn must be 1-valent. Assume
that all initial configurations with starting values Vi are univalent.
Therefore, there must be at least one index b, such that the con-
figuration corresponding to Vb is 0-valent, and configuration corre-
sponding to Vb+1 is 1-valent. Observe that only the input value of
the bth node differs from Vb to Vb+1.

Since we assumed that the algorithm can tolerate at least one
failure, i.e., f ≥ 1, we look at the following execution: All nodes
except b start with their initial value according to Vb respectively
Vb+1. Node b is “extremely slow”; i.e., all messages sent by b are
scheduled in such a way, that all other nodes must assume that b
crashed, in order to satisfy the termination requirement. Since the
nodes cannot determine the value of b, and we assumed that all
initial configurations are univalent, they will decide for a value v
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independent of the initial value of b. Since Vb is 0-valent, v must
be 0. However we know that Vb+1 is 1-valent, thus v must be 1.
Since v cannot be both 0 and 1, we have a contradiction.

Definition 3.8 (transition). A transition from configuration C
to a following configuration Cτ is characterized by an event τ =
(u,m), i.e., node u receiving message m.

Remarks:

• Transitions are the formally defined version of the “events”
in the asynchronous model we described before.

• A transition τ = (u,m) is only applicable to C, if m was
still in transit in C.

• Cτ differs from C as follows: m is no longer in transit, u
has possibly a different state (as u can update its state
based on m), and there are (potentially) new messages
in transit, sent by u.

Definition 3.9 (configuration tree). The configuration tree is
a directed tree of configurations. Its root is the configuration C0

which is fully characterized by the input values V . The edges of
the tree are the transitions; every configuration has all applicable
transitions as outgoing edges.

Remarks:

• For any algorithm, there is exactly one configuration tree
for every selection of input values.

• Leaves are configurations where the execution of the al-
gorithm terminated. Note that we use termination in the
sense that the system as a whole terminated, i.e., there
will not be any transition anymore.

• Every path from the root to a leaf is one possible asyn-
chronous execution of the algorithm.

• Leaves must be univalent, or the algorithm terminates
without agreement.

• If a node u crashes when the system is in C, all transitions
(u, ∗) are removed from C in the configuration tree.
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Lemma 3.10. Assume two transitions τ1 = (u1,m1) and τ2 =
(u2,m2) for u1 6= u2 are both applicable to C. Let Cτ1τ2 be the
configuration that follows C by first applying transition τ1 and then
τ2, and let Cτ2τ1 be defined analogously. It holds that Cτ1τ2 = Cτ2τ1 .

Proof. Observe that τ2 is applicable to Cτ1 , since m2 is still in tran-
sit and τ1 cannot change the state of u2. With the same argument
τ1 is applicable to Cτ2 , and therefore both Cτ1τ2 and Cτ2τ1 are well-
defined. Since the two transitions are completely independent of
each other, meaning that they consume the same messages, lead to
the same state transitions and to the same messages being sent, it
follows that Cτ1τ2 = Cτ2τ1 .

Definition 3.11 (critical configuration). We say that a configura-
tion C is critical, if C is bivalent, but all configurations that are
direct children of C in the configuration tree are univalent.

Remarks:

• Informally, C is critical, if it is the last moment in the
execution where the decision is not yet clear. As soon as
the next message is processed by any node, the decision
will be determined.

Lemma 3.12. If a system is in a bivalent configuration, it must
reach a critical configuration within finite time, or it does not al-
ways solve consensus.

Proof. Recall that there is at least one bivalent initial configuration
(Lemma 3.7). Assuming that this configuration is not critical, there
must be at least one bivalent following configuration; hence, the
system may enter this configuration. But if this configuration is not
critical as well, the system may afterwards progress into another
bivalent configuration. As long as there is no critical configuration,
an unfortunate scheduling (selection of transitions) can always lead
the system into another bivalent configuration. The only way how
an algorithm can enforce to arrive in a univalent configuration is
by reaching a critical configuration.

Therefore we can conclude that a system which does not reach
a critical configuration has at least one possible execution where
it will terminate in a bivalent configuration (hence it terminates
without agreement), or it will not terminate at all.
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Lemma 3.13. If a configuration tree contains a critical configura-
tion, crashing a single node can create a bivalent leaf; i.e., a crash
prevents the algorithm from reaching agreement.

Proof. Let C denote critical configuration in a configuration tree,
and let T be the set of transitions applicable to C. Let τ0 =
(u0,m0) ∈ T and τ1 = (u1,m1) ∈ T be two transitions, and let Cτ0
be 0-valent and Cτ1 be 1-valent. Note that T must contain these
transitions, as C is a critical configuration.

Assume that u0 6= u1. Using Lemma 3.10 we know that C has
a following configuration Cτ0τ1 = Cτ1τ0 . Since this configuration
follows Cτ0 it must be 0-valent. However, this configuration also
follows Cτ1 and must hence be 1-valent. This is a contradiction
and therefore u0 = u1 must hold.

Therefore we can pick one particular node u for which there is
a transition τ = (u,m) ∈ T which leads to a 0-valent configura-
tion. As shown before, all transitions in T which lead to a 1-valent
configuration must also take place on u. Since C is critical, there
must be at least one such transition. Applying the same argument
again, it follows that all transitions in T that lead to a 0-valent
configuration must take place on u as well, and since C is critical,
there is no transition in T that leads to a bivalent configuration.
Therefore all transitions applicable to C take place on the same
node u!

If this node u crashes while the system is in C, all transitions are
removed, and therefore the system is stuck in C, i.e., it terminates
in C. But as C is critical, and therefore bivalent, the algorithm
fails to reach an agreement.

Theorem 3.14. There is no deterministic algorithm which always
achieves consensus in the asynchronous model, with f > 0.

Proof. We assume that the input values are binary, as this is the
easiest non-trivial possibility. From Lemma 3.7 we know that there
must be at least one bivalent initial configuration C. Using Lemma
3.12 we know that if an algorithm solves consensus, all executions
starting from the bivalent configuration C must reach a critical
configuration. But if the algorithm reaches a critical configuration,
a single crash can prevent agreement (Lemma 3.13).
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Remarks:

• If f = 0, then each node can simply send its value to all
others, wait for all values, and choose the minimum.

• But if a single node may crash, there is no deterministic
solution to consensus in the asynchronous model.

• How can the situation be improved? For example by
giving each node access to randomness, i.e., we allow each
node to toss a coin.
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3.4 Randomized Consensus

Algorithm 3.15 Randomized Consensus (Ben-Or)

1: vi ∈ {0, 1} / input bit
2: round = 1
3: decided = false

4: Broadcast myValue(vi, round)

5: while true do

Propose

6: Wait until a majority of myValue messages of current round
arrived

7: if all messages contain the same value v then
8: Broadcast propose(v, round)
9: else

10: Broadcast propose(⊥, round)
11: end if

12: if decided then
13: Broadcast myValue(vi, round+1)
14: Decide for vi and terminate
15: end if

Adapt

16: Wait until a majority of propose messages of current round
arrived

17: if all messages propose the same value v then
18: vi = v
19: decide = true
20: else if there is at least one proposal for v then
21: vi = v
22: else
23: Choose vi randomly, with Pr[vi = 0] = Pr[vi = 1] = 1/2
24: end if
25: round = round + 1
26: Broadcast myValue(vi, round)
27: end while
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Remarks:

• The idea of Algorithm 3.15 is very simple: Either all
nodes start with the same input bit, which makes con-
sensus easy. Otherwise, nodes toss a coin until a large
number of nodes get – by chance – the same outcome.

Lemma 3.16. As long as no node sets decided to true, Algorithm
3.15 always makes progress, independent of which nodes crash.

Proof. The only two steps in the algorithm when a node waits are
in Lines 6 and 15. Since a node only waits for a majority of the
nodes to send a message, and since f < n/2, the node will always
receive enough messages to continue, as long as no correct node set
its value decided to true and terminates.

Lemma 3.17. Algorithm 3.15 satisfies the validity requirement.

Proof. Observe that the validity requirement of consensus, when
restricted to binary input values, corresponds to: If all nodes start
with v, then v must be chosen; otherwise, either 0 or 1 is acceptable,
and the validity requirement is automatically satisfied.

Assume that all nodes start with v. In this case, all nodes
propose v in the first round. As all nodes only hear proposals for
v, all nodes decide for v (Line 17) and exit the loop in the following
round.

Lemma 3.18. Algorithm 3.15 satisfies the agreement requirement.

Proof. Observe that proposals for both 0 and 1 cannot occur in
the same round, as nodes only send a proposal for v, if they hear
a majority for v in Line 8.

Let u be the first node that decides for a value v in round r.
Hence, it received a majority of proposals for v in r (Line 17).
Note that once a node receives a majority of proposals for a value,
it will adapt this value and terminate in the next round. Since
there cannot be a proposal for any other value in r, it follows that
no node decides for a different value in r.

In Lemma 3.16 we only showed that nodes make progress as
long as no node decides, thus we need to be careful that no node
gets stuck if u terminates.

Any node u′ 6= u can experience one of two scenarios: Either it
also receives a majority for v in round r and decides, or it does not
receive a majority. In the first case, the agreement requirement
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is directly satisfied, and also the node cannot get stuck. Let us
study the latter case. Since u heard a majority of proposals for v,
it follows that every node hears at least one proposal for v. Hence,
all nodes set their value vi to v in round r. Therefore, all nodes will
broadcast v at the end of round r, and thus all nodes will propose
v in round r + 1. The nodes that already decided in round r will
terminate in r+ 1 and send one additional myValue message (Line
13). All other nodes will receive a majority of proposals for v in
r + 1, and will set decided to true in round r + 1, and also send
a myValue message in round r + 1. Thus, in round r + 2 some
nodes have already terminated, and others hear enough myValue

messages to make progress in Line 6. They send another propose

and a myValue message and terminate in r + 2, deciding for the
same value v.

Lemma 3.19. Algorithm 3.15 satisfies the termination require-
ment, i.e., all nodes terminate in expected time O(2n).

Proof. We know from the proof of Lemma 3.18 that once a node
hears a majority of proposals for a value, all nodes will terminate
at most two rounds later. Hence, we only need to show that a node
receives a majority of proposals for the same value within expected
time O(2n).

Assume that no node receives a majority of proposals for the
same value. In such a round, some nodes may update their value
to v based on a proposal (Line 20). As shown before, all nodes that
update the value based on a proposal, adapt the same value v. The
rest of the nodes choses 0 or 1 randomly. The probability that all
nodes choose the same value v in one round is hence at least 1/2n.
Therefore, the expected number of rounds is bounded by O(2n).
As every round consists of two message exchanges, the asymptotic
runtime of the algorithm is equal to the number of rounds.

Theorem 3.20. Algorithm 3.15 achieves binary consensus with
expected runtime O(2n) if up to f < n/2 nodes crash.

Remarks:

• How good is a fault tolerance of f < n/2?

Theorem 3.21. There is no consensus algorithm for the asyn-
chronous model that tolerates f ≥ n/2 many failures.
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Proof. Assume that there is an algorithm that can handle f = n/2
many failures. We partition the set of all nodes into two sets N,N ′

both containing n/2 many nodes. Let us look at three different
selection of input values: In V0 all nodes start with 0. In V1 all
nodes start with 1. In Vhalf all nodes in N start with 0, and all
nodes in N ′ start with 1.

Assume that nodes start with Vhalf. Since the algorithm must
solve consensus independent of the scheduling of the messages, we
study the scenario where all messages sent from nodes inN to nodes
in N ′ (or vice versa) are heavily delayed. Note that the nodes in
N cannot determine if they started with V0 or Vhalf. Analogously,
the nodes in N ′ cannot determine if they started in V1 or Vhalf.
Hence, if the algorithm terminates before any message from the
other set is received, N must decide for 0 and N ′ must decide for
1 (to satisfy the validity requirement, as they could have started
with V0 respectively V1). Therefore, the algorithm would fail to
reach agreement.

The only possibility to overcome this problem is to wait for at
least one message sent from a node of the other set. However, as
f = n/2 many nodes can crash, the entire other set could have
crashed before they sent any message. In that case, the algorithm
would wait forever and therefore not satisfy the termination re-
quirement.

Remarks:

• Algorithm 3.15 solves consensus with optimal fault-to-
lerance – but it is awfully slow. The problem is rooted
in the individual coin tossing: If all nodes toss the same
coin, they could terminate in a constant number of rounds.

• Can this problem be fixed by simply always choosing 1
at Line 22?!

• This cannot work: Such a change makes the algorithm
deterministic, and therefore it cannot achieve consensus
(Theorem 3.14). Simulating what happens by always
choosing 1, one can see that it might happen that there
is a majority for 0, but a minority with value 1 prevents
the nodes from reaching agreement.

• Nevertheless, the algorithm can be improved by tossing a
so-called shared coin. A shared coin is a random variable
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that is 0 for all nodes with constant probability, and 1
with constant probability. Of course, such a coin is not a
magic device, but it is simply an algorithm. To improve
the expected runtime of Algorithm 3.15, we replace Line
22 with a function call to the shared coin algorithm.

3.5 Shared Coin

Algorithm 3.22 Shared Coin (code for node u)

1: Choose local coin cu = 0 with probability 1/n, else cu = 1
2: Broadcast myCoin(cu)

3: Wait for n− f coins and store them in the local coin set Cu
4: Broadcast mySet(Cu)

5: Wait for n− f coin sets
6: if at least one coin is 0 among all coins in the coin sets then
7: return 0
8: else
9: return 1

10: end if

Remarks:

• Since at most f nodes crash, all nodes will always re-
ceive n − f coins respectively coin sets in Lines 3 and
5. Therefore, all nodes make progress and termination is
guaranteed.

• We show the correctness of the algorithm for f < n/3.
To simplify the proof we assume that n = 3f + 1, i.e., we
assume the worst case.

Lemma 3.23. Let u be a node, and let W be the set of coins
that u received in at least f + 1 different coin sets. It holds that
|W | ≥ f + 1.

Proof. Let C be the multiset of coins received by u. Observe that
u receives exactly |C| = (n− f)2 many coins, as u waits for n− f
coin sets each containing n− f coins.

Assume that the lemma does not hold. Then, at most f coins
are in all n− f coin sets, and all other coins (n− f) are in at most



30 CHAPTER 3. CONSENSUS

f coin sets. In other words, the number of total of coins that u
received is bounded by

|C| ≤ f · (n− f) + (n− f) · f = 2f(n− f).

Our assumption was that n > 3f , i.e., n − f > 2f . Therefore
|C| ≤ 2f(n− f) < (n− f)2 = |C|, which is a contradiction.

Lemma 3.24. All coins in W are seen by all correct nodes.

Proof. Let w ∈ W be such a coin. By definition of W we know
that w is in at least f+1 sets received by u. Since every other node
also waits for n− f sets before terminating, each node will receive
at least one of these sets, and hence w must be seen by every node
that terminates.

Theorem 3.25. If f < n/3 nodes crash, Algorithm 3.22 imple-
ments a shared coin.

Proof. Let us first bound the probability that the algorithm returns
1 for all nodes. With probability (1−1/n)n ≈ 1/e ≈ 0.37 all nodes
chose their local coin equal to 1 (Line 1), and in that case 1 will
be decided. This is only a lower bound on the probability that all
nodes return 1, as there are also other scenarios based on message
scheduling and crashes which lead to a global decision for 1. But a
probability of 0.37 is good enough, so we do not need to consider
these scenarios.

With probability 1 − (1 − 1/n)|W | there is at least one 0 in
W . Using Lemma 3.23 we know that |W | ≥ f + 1 ≈ n/3, hence
the probability is about 1 − (1 − 1/n)n/3 ≈ 1 − (1/e)1/3 ≈ 0.28.
We know that this 0 is seen by all nodes (Lemma 3.24), and hence
everybody will decide 0. Thus Algorithm 3.22 implements a shared
coin.

Remarks:

• We only proved the worst case. By choosing f fairly
small, it is clear that f + 1 6≈ n/3. However, Lemma 3.23
can be proved for |W | ≥ n− 2f . To prove this claim you
need to substitute the expressions in the contradictory
statement: At most n−2f−1 coins can be in all n−f coin
sets, and n−(n−2f−1) = 2f+1 coins can be in at most
f coin sets. The remainder of the proof is analogous, the
only difference is that the math is not as neat. Using the
modified Lemma we know that |W | ≥ n/3, and therefore
Theorem 3.25 also holds for any f < n/3.
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• We implicitly assumed that message scheduling was ran-
dom; if we need a 0 but the nodes that want to propose
0 are “slow”, nobody is going to see these 0’s, and we do
not have progress.

Theorem 3.26. Plugging Algorithm 3.22 into Algorithm 3.15 we
get a randomized consensus algorithm which terminates in a con-
stant expected number of rounds tolerating up to f < n/3 crash
failures.

Chapter Notes

The problem of two friends arranging a meeting was presented
and studied under many different names; nowadays, it is usually
referred to as the Two Generals Problem. The impossibility proof
was established in 1975 by Akkoyunlu et al. [AEH75].

The proof that there is no deterministic algorithm that always
solves consensus is based on the proof of Fischer, Lynch and Pater-
son [FLP85], known as FLP, which they established in 1985. This
result was awarded the 2001 PODC Influential Paper Award (now
called Dijkstra Prize). The idea for the randomized consensus al-
gorithm was originally presented by Ben-Or [Ben83]. The concept
of a shared coin was introduced by Bracha [Bra87].
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Chapter 4

Byzantine Agreement

In order to make flying safer, researchers studied possible failures
of various sensors and machines used in airplanes. While trying to
model the failures, they were confronted with the following prob-
lem: Failing machines did not just crash, instead they sometimes
showed arbitrary behavior before stopping completely. With these
insights researchers modeled failures as arbitrary failures, not re-
stricted to any patterns.

Definition 4.1 (Byzantine). A node which can have arbitrary be-
havior is called byzantine. This includes “anything imaginable”,
e.g., not sending any messages at all, or sending different and
wrong messages to different neighbors, or lying about the input
value.

Remarks:

• Byzantine behavior also includes collusion, i.e., all byzan-
tine nodes are being controlled by the same adversary.

• We assume that any two nodes communicate directly,
and that no node can forge an incorrect sender address.
This is a requirement, such that a single byzantine node
cannot simply impersonate all nodes!

• We call non-byzantine nodes correct nodes.

Definition 4.2 (Byzantine Agreement). Finding consensus as in
Definition 3.1 in a system with byzantine nodes is called byzantine
agreement. An algorithm is f -resilient if it still works correctly
with f byzantine nodes.

33
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Remarks:

• As for consensus (Definition 3.1) we also need agreement,
termination and validity. Agreement and termination are
straight-forward, but what about validity?

4.1 Validity

Definition 4.3 (Any-Input Validity). The decision value must be
the input value of any node.

Remarks:

• This is the validity definition we implicitly used for con-
sensus, in Definition 3.1.

• Does this definition still make sense in the presence of
byzantine nodes? What if byzantine nodes lie about their
inputs?

• We would wish for a validity definition which differenti-
ates between byzantine and correct inputs.

Definition 4.4 (Correct-Input Validity). The decision value must
be the input value of a correct node.

Remarks:

• Unfortunately, implementing correct-input validity does
not seem to be easy, as a byzantine node following the
protocol but lying about its input value is indistinguish-
able from a correct node. Here is an alternative.

Definition 4.5 (All-Same Validity). If all correct nodes start with
the same input v, the decision value must be v.

Remarks:

• If the decision values are binary, then correct-input va-
lidity is induced by all-same validity.

• If the input values are not binary, but for example from
sensors that deliever values in R, all-same validity is in
most scenarios not really useful.
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Definition 4.6 (Median Validity). If the input values are order-
able, e.g. v ∈ R, byzantine outliers can be prevented by agreeing on
a value close to the median of the correct input values, where close
is a function of the number of byzantine nodes f .

Remarks:

• Is byzantine agreement possible? If yes, with what valid-
ity condition?

• Let us try to find an algorithm which tolerates 1 sin-
gle byzantine node, first restricting to the so-called syn-
chronous model.

Model 4.7 (synchronous). In the synchronous model, nodes
operate in synchronous rounds. In each round, each node may send
a message to the other nodes, receive the messages sent by the other
nodes, and do some local computation.

Definition 4.8 (synchronous runtime). For algorithms in the syn-
chronous model, the runtime is simply the number of rounds from
the start of the execution to its completion in the worst case (every
legal input, every execution scenario).

4.2 How Many Byzantine Nodes?

Algorithm 4.9 Byzantine Agreement with f = 1.

1: Code for node u, with input value x:

Round 1

2: Send tuple(u, x) to all other nodes
3: Receive tuple(v, y) from all other nodes v
4: Store all received tuple(v, y) in a set Su

Round 2

5: Send set Su to all other nodes
6: Receive sets Sv from all nodes v
7: T = set of tuple(v, y) seen in at least two sets Sv, including

own Su
8: Let tuple(v, y) ∈ T be the tuple with the smallest value y
9: Decide on value y
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Remarks:

• Byzantine nodes may not follow the protocol and send
syntactically incorrect messages. Such messages can eas-
ily be deteced and discarded. It is worse if byzantine
nodes send syntactically correct messages, but with a bo-
gus content, e.g., they send different messages to different
nodes.

• Some of these mistakes cannot easily be detected: For
example, if a byzantine node sends different values to
different nodes in the first round; such values will be put
into Su. However, some mistakes can and must be de-
tected: Observe that all nodes only relay information in
Round 2, and do not say anything about their own value.
So, if a byzantine node sends a set Sv which contains a
tuple(v, y), this tuple must be removed by u from Sv
upon receiving it (Line 6).

• Recall that we assumed that nodes cannot forge their
source address; thus, if a node receives tuple(v, y) in
Round 1, it is guaranteed that this message was sent by
v.

Lemma 4.10. If n ≥ 4, all correct nodes have the same set T .

Proof. With f = 1 and n ≥ 4 we have at least 3 correct nodes.
A correct node will see every correct value at least twice, once
directly from another correct node, and once through the third
correct node. So all correct values are in T . If the byzantine node
sends the same value to at least 2 other (correct) nodes, all correct
nodes will see the value twice, so all add it to set T . If the byzantine
node sends all different values to the correct nodes, none of these
values will end up in any set T .

Theorem 4.11. Algorithm 4.9 reaches byzantine agreement if n ≥
4.

Proof. We need to show agreement, any-input validity and termi-
nation. With Lemma 4.10 we know that all correct nodes have the
same set T , and therefore agree on the same minimum value. The
nodes agree on a value proposed by any node, so any-input validity
holds. Moreover, the algorithm terminates after two rounds.
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Remarks:

• If n > 4 the byzantine node can put multiple values into
T .

• The idea of this algorithm can be generalized for any f
and n > 3f . In the generalization, every node sends in
every of f + 1 rounds all information it learned so far to
all other nodes. In other words, message size increases
exponentially with f .

• Does Algorithm 4.9 also work with n = 3?

Theorem 4.12. Three nodes cannot reach byzantine agreement
with all-same validity if one node among them is byzantine.

Proof. We have three nodes u, v, w. In order to achieve all-same
validity, a correct node must decide on its own value if another
node supports that value. The third node might disagree, but that
node could be byzantine. If correct node u has input 0 and correct
node v has input 1, the byzantine node w can fool them by telling
u that its value is 0 and simultaneously telling v that its value is 1.
This leads to u and v deciding on their own values, which results in
violating the agreement condition. Even if u talks to v, and they
figure out that they have different assumptions about w’s value, u
cannot distinguish whether w or v is byzantine.

Theorem 4.13. A network with n nodes cannot reach byzantine
agreement with f ≥ n/3 byzantine nodes.

Proof. Let us assume (for the sake of contradiction) that there
exists an algorithm A that reaches byzantine agreement for n nodes
with f ≥ n/3 byzantine nodes. With A, we can solve byzantine
agreement with 3 nodes. For simplicity, we call the 3 nodes u, v, w
supernodes.

Each supernode simulates n/3 nodes, either bn/3c or dn/3e, if
n is not divisible by 3. Each simulated node starts with the input
of its supernode. Now the three supernodes simulate algorithm A.
The single byzantine supernode simulates dn/3e byzantine nodes.
As algorithm A promises to solve byzantine agreement for f ≥ n/3,
A has to be able to handle dn/3e byzantine nodes. Algorithm A
guarantees that the correct nodes simulated by the correct two
supernodes will achieve byzantine agreement. So the two correct
supernodes can just take the value of their simulated nodes (these
values have to be the same by the agreement property), and we have
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achieved agreement for three supernodes, one of them byzantine.
This contradicts Lemma 4.12, hence algorithm A cannot exist.

4.3 The King Algorithm

Algorithm 4.14 King Algorithm (for f < n/3)

1: x = my input value
2: for phase = 1 to f + 1 do

Round 1

3: Broadcast value(x)

Round 2

4: if some value(y) at least n− f times then
5: Broadcast propose(y)
6: end if
7: if some propose(z) received more than f times then
8: x = z
9: end if

Round 3

10: Let node vi be the predefined king of this phase i
11: The king vi broadcasts its current value w
12: if received strictly less than n− f propose(x) then
13: x = w
14: end if
15: end for

Lemma 4.15. Algorithm 4.14 fulfills the all-same validity.

Proof. If all correct nodes start with the same value, all correct
nodes propose it in Round 2. All correct nodes will receive at least
n−f proposals, i.e., all correct nodes will stick with this value, and
never change it to the king’s value. This holds for all phases.

Lemma 4.16. If a correct node proposes x, no other correct node
proposes y, with y 6= x, if n > 3f .

Proof. Assume (for the sake of contradiction) that a correct node
proposes value x and another correct node proposes value y. Since
a good node only proposes a value if it heard at least n− f value
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messages, we know that both nodes must have received their value
from at least n− 2f distinct correct nodes (as at most f nodes can
behave byzantine and send x to one node and y to the other one).
Hence, there must be a total of at least 2(n − 2f) + f = 2n − 3f
nodes in the system. Using 3f < n, we have 2n− 3f > n nodes, a
contradiction.

Lemma 4.17. There is at least one phase with a correct king.

Proof. There are f + 1 phases, each with a different king. As there
are only f byzantine nodes, one king must be correct.

Lemma 4.18. After a round with a correct king, the correct nodes
will not change their values v anymore, if n > 3f .

Proof. If all correct nodes change their values to the king’s value,
all correct nodes have the same value. If some correct node does not
change its value to the king’s value, it received a proposal at least
n−f times, therefore at least n−2f correct nodes broadcasted this
proposal. Thus, all correct nodes received it at least n − 2f > f
times (using n > 3f), therefore all correct nodes set their value
to the proposed value, including the correct king. Note that only
one value can be proposed more than f times, which follows from
Lemma 4.16. With Lemma 4.15, no node will change its value after
this round.

Theorem 4.19. Algorithm 4.14 solves byzantine agreement.

Proof. The king algorithm reaches agreement as either all correct
nodes start with the same value, or they agree on the same value
latest after the phase where a correct node was king according to
Lemmas 4.17 and 4.18. Because of Lemma 4.15 we know that they
will stick with this value. Termination is guaranteed after 3(f + 1)
rounds, and all-same validity is proved in Lemma 4.15.

Remarks:

• Algorithm 4.14 requires f + 1 predefined kings. We as-
sume that the kings (and their order) are given. Finding
the kings indeed would be a byzantine agreement task by
itself, so this must be done before the execution of the
King algorithm.

• Do algorithms exist which do not need predefined kings?
Yes, see Section 4.5.
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• Can we solve byzantine agreement (or at least consensus)
in less than f + 1 rounds?

4.4 Lower Bound on Number of Rounds

Theorem 4.20. A synchronous algorithm solving consensus in the
presence of f crashing nodes needs at least f + 1 rounds, if nodes
decide for the minimum seen value.

Proof. Let us assume (for the sake of contradiction) that some al-
gorithm A solves consensus in f rounds. Some node u1 has the
smallest input value x, but in the first round u1 can send its infor-
mation (including information about its value x) to only some other
node u2 before u1 crashes. Unfortunately, in the second round, the
only witness u2 of x also sends x to exactly one other node u3 before
u2 crashes. This will be repeated, so in round f only node uf+1

knows about the smallest value x. As the algorithm terminates
in round f , node uf+1 will decide on value x, all other surviving
(correct) nodes will decide on values larger than x.

Remarks:

• A general proof without the restriction to decide for the
minimum value exists as well.

• Since byzantine nodes can also just crash, this lower bound
also holds for byzantine agreement, so Algorithm 4.14 has
an asymptotically optimal runtime.

• So far all our byzantine agreement algorithms assume the
synchronous model. Can byzantine agreement be solved
in the asynchronous model?

4.5 Asynchronous Byzantine Agreement

Lemma 4.22. Assume n > 9f . If a correct node chooses value x
in Line 10, then no other correct node chooses value y 6= x in Line
10.

Proof. For the sake of contradiction, assume that both 0 and 1 are
chosen in Line 10. This means that both 0 and 1 had been proposed
by at least n−5f correct nodes. In other words, we have a total of
at least 2(n−5f)+f = n+(n−9f) > n nodes. Contradiction!
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Algorithm 4.21 Asynchronous Byzantine Agreement (Ben-Or,
for f < n/9)

1: xi ∈ {0, 1} / input bit
2: r = 1 / round
3: decided = false
4: Broadcast propose(xi,r)
5: repeat
6: Wait until n−f propose messages of current round r arrived
7: if at least n− 2f propose messages contain the same value

x then
8: xi = x, decided = true
9: else if at least n − 4f propose messages contain the same

value x then
10: xi = x
11: else
12: choose xi randomly, with Pr[xi = 0] = Pr[xi = 1] = 1/2
13: end if
14: r = r + 1
15: Broadcast propose(xi,r)
16: until decided (see Line 8)
17: decision = xi

Theorem 4.23. Algorithm 4.21 solves binary byzantine agreement
as in Definition 4.2 for up to f < n/9 byzantine nodes.

Proof. First note that it is not a problem to wait for n−f propose
messages in Line 6, since at most f nodes are byzantine. If all
correct nodes have the same input value x, then all (except the f
byzantine nodes) will propose the same value x. Thus, every node
receives at least n−2f propose messages containing x, deciding on
x in the first round already. We have established all-same validity!
If the correct nodes have different (binary) input values, the validity
condition becomes trivial as any result is fine.

What about agreement? Let u be the first node to decide on
value x (in Line 8). Due to asynchrony another node v received
messages from a different subset of the nodes, however, at most
f senders may be different. Taking into account that byzantine
nodes may lie (send different propose messages to different nodes),
f additional propose messages received by v may differ from those
received by u. Since node u had at least n− 2f propose messages
with value x, node v has at least n−4f propose messages with value
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x. Hence every correct node will propose x in the next round, and
then decide on x.

So we only need to worry about termination: We have already
seen that as soon as one correct node terminates (Line 8) everybody
terminates in the next round. So what are the chances that some
node u terminates in Line 8? Well, we can hope that all correct
nodes randomly propose the same value (in Line 12). Maybe there
are some nodes not choosing at random (entering Line 10 instead
of 12), but according to Lemma 4.22 they will all propose the same.

Thus, at worst all n− f correct nodes need to randomly choose
the same bit, which happens with probability 2−(n−f)+1. If so, all
correct nodes will send the same propose message, and the algo-
rithm terminates. So the expected running time is exponential in
the number of nodes n.

Remarks:

• This Algorithm is a proof of concept that asynchronous
byzantine agreement can be achieved. Unfortunately this
algorithm is not useful in practice, because of its runtime.

• For a long time, there was no algorithm with subexponen-
tial runtime. The currently fastest algorithm has an ex-
pected runtime of O(n2.5) but only tolerates f ≤ 1/500n
many byzantine nodes. This algorithm works along the
lines of the shared coin algorithm; additionally nodes try
to detect which nodes are byzantine.

Chapter Notes

The project which started the study of byzantine failures was called
SIFT and was founded by NASA [WLG+78], and the research re-
garding byzantine agreement started to get significant attention
with the results by Pease, Shostak, and Lamport [PSL80, LSP82].
In [PSL80] they presented the generalized version of Algorithm 4.9
and also showed that byzantine agreement is unsolvable for n ≤ 3f .
The algorithm presented in that paper is nowadays called Exponen-
tial Information Gathering (EIG), due to the exponential size of
the messages.

There are many algorithms for the byzantine agreement prob-
lem. For example the Queen Algorithm [BG89] which has a bet-
ter runtime than the King algorithm [BGP89], but tolerates less
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failures. That byzantine agreement requires at least f + 1 many
rounds was shown by Dolev and Strong [DS83], based on a more
complicated proof from Fischer and Lynch [FL82].

While many algorithms for the synchronous model have been
around for a long time, the asynchronous model is a lot harder.
The only results were by Ben-Or and Bracha. Ben-Or [Ben83] was
able to tolerate f < n/5. Bracha [BT85] improved this tolerance to
f < n/3. The first algorithm with a polynomial expected runtime
was found by King and Saia [KS13] just recently.

Nearly all developed algorithms only satisfy all-same validity.
There are a few exceptions, e.g., correct-input validity [FG03],
available if the initial values are from a finite domain, or median
validity [SW15] if the input values are orderable.

Before the term byzantine was coined, the terms Albanian Gen-
erals or Chinese Generals were used in order to describe malicious
behavior. When the involved researchers met people from these
countries they moved – for obvious reasons – to the historic term
byzantine [LSP82].
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Chapter 5

Authenticated
Agreement

Byzantine nodes are able to lie about their inputs as well as re-
ceived messages. Can we detect certain lies and limit the power
of byzantine nodes? Possibly, the authenticity of messages may be
validated using signatures?

5.1 Agreement with Authentication

Definition 5.1 (Signature). If a node never signs a message, then
no correct node ever accepts that message. We denote a message
msg(x) signed by node u with msg(x)u.

45
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Remarks:

• Algorithm 5.2 shows an agreement protocol for binary
inputs relying on signatures. We assume there is a des-
ignated “primary” node p. The goal is to decide on p’s
value.

Algorithm 5.2 Byzantine Agreement with Authentication

Code for primary p:

1: if input is 1 then
2: broadcast value(1)p
3: decide 1 and terminate
4: else
5: decide 0 and terminate
6: end if

Code for all other nodes v:

7: for all rounds i ∈ 1, . . . , f + 1 do
8: S is the set of accepted messages value(1)u.
9: if |S| ≥ i and value(1)p ∈ S then

10: broadcast S ∪ {value(1)v}
11: decide 1 and terminate
12: end if
13: end for
14: decide 0 and terminate

Theorem 5.3. Algorithm 5.2 can tolerate f < n byzantine failures
while terminating in f + 1 rounds.

Proof. Assuming that the primary p is not byzantine and its input
is 1, then p broadcasts value(1)p in the first round, which will
trigger all correct nodes to decide for 1. If p’s input is 0, there is
no signed message value(1)p, and no node can decide for 1.

If primary p is byzantine, we need all correct nodes to decide
for the same value for the algorithm to be correct. Let us assume
that p convinces a correct node v that its value is 1 in round i with
i < f + 1. We know that v received i signed messages for value 1.
Then, v will broadcast i+1 signed messages for value 1, which will
trigger all correct nodes to also decide for 1. If p tries to convince
some node v late (in round i = f + 1), v must receive f + 1 signed
messages. Since at most f nodes are byzantine, at least one correct
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node u signed a message value(1)u in some round i < f +1, which
puts us back to the previous case.

Remarks:

• The algorithm only takes f + 1 rounds, which is optimal
as described in Theorem 4.20.

• Using signatures, Algorithm 5.2 solves consensus for any
number of failures! Does this contradict Theorem 4.12?
Recall that in the proof of Theorem 4.12 we assumed
that a byzantine node can distribute contradictory in-
formation about its own input. If messages are signed,
correct nodes can detect such behavior – a node u signing
two contradicting messages proves to all nodes that node
u is byzantine.

• Does Algorithm 5.2 satisfy any of the validity conditions
introduced in Section 4.1? No! A byzantine primary can
dictate the decision value. Can we modify the algorithm
such that the correct-input validity condition is satisfied?
Yes! We can run the algorithm in parallel for 2f + 1
primary nodes. Either 0 or 1 will occur at least f + 1
times, which means that one correct process had to have
this value in the first place. In this case, we can only
handle f < n

2 byzantine nodes.

• In reality, a primary will usually be correct. If so, Algo-
rithm 5.2 only needs two rounds! Can we make it work
with arbitrary inputs? Also, relying on synchrony limits
the practicality of the protocol. What if messages can be
lost or the system is asynchronous?

• Zyzzyva uses authenticated messages to achieve state re-
plication, as in Definition 2.8. It is designed to run fast
when nodes run correctly, and it will slow down to fix
failures!

5.2 Zyzzyva

Definition 5.4 (View). A view V describes the current state of
a replicated system, enumerating the 3f + 1 replicas. The view V
also marks one of the replicas as the primary p.
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Definition 5.5 (Command). If a client wants to update (or read)
data, it sends a suitable command c in a Request message to the
primary p. Apart from the command c itself, the Request mes-
sage also includes a timestamp t. The client signs the message to
guarantee authenticity.

Definition 5.6 (History). The history h is a sequence of com-
mands c1, c2, . . . in the order they are executed by Zyzzyva. We
denote the history up to ck with hk.

Remarks:

• In Zyzzyva, the primary p is used to order commands
submitted by clients to create a history h.

• Apart from the globally accepted history, node u may
also have a local history, which we denote as hu or huk .

Definition 5.7 (Complete command). If a command completes,
it will remain in its place in the history h even in the presence of
failures.

Remarks:

• As long as clients wait for the completion of their com-
mands, clients can treat Zyzzyva like one single computer
even if there are up to f failures.

In the Absence of Failures

Algorithm 5.8 Zyzzyva: No failures

1: At time t client u wants to execute command c
2: Client u sends request R = Request(c,t)u to primary p
3: Primary p appends c to its local history, i.e., hp = (hp, c)
4: Primary p sends OR = OrderedRequest(hp, c, R)p to all replicas
5: Each replica r appends command c to local history hr = (hr, c)

and checks whether hr = hp

6: Each replica r runs command ck and obtains result a
7: Each replica r sends Response(a,OR)r to client u
8: Client u collects the set S of received Response(a,OR)r messages
9: Client u checks if all histories hr are consistent

10: if |S| = 3f + 1 then
11: Client u considers command c to be complete
12: end if
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Remarks:

• Since the client receives 3f + 1 consistent responses, all
correct replicas have to be in the same state.

• Only three communication rounds are required for the
command c to complete.

• Note that replicas have no idea which commands are con-
sidered complete by clients! How can we make sure that
commands that are considered complete by a client are
actually executed? We will see in Theorem 5.23.

• Commands received from clients should be ordered ac-
cording to timestamps to preserve the causal order of
commands.

• There is a lot of optimization potential. For example, in-
cluding the entire command history in most messages in-
troduces prohibitively large overhead. Rather, old parts
of the history that are agreed upon can be truncated.
Also, sending a hash value of the remainder of the his-
tory is enough to check its consistency across replicas.

• What if a client does not receive 3f + 1 Response(a,OR)r
messages? A byzantine replica may omit sending any-
thing at all! In practice, clients set a timeout for the
collection of Response messages. Does this mean that
Zyzzyva only works in the synchronous model? Yes and
no. We will discuss this in Lemma 5.26 and Lemma 5.27.

Byzantine Replicas

Algorithm 5.9 Zyzzyva: Byzantine Replicas (append to Al-
gorithm 5.8)

1: if 2f + 1 ≤ |S| < 3f + 1 then
2: Client u sends Commit(S)u to all replicas
3: Each replica r replies with a LocalCommit(S)r message to u
4: Client u collects at least 2f + 1 LocalCommit(S)r messages

and considers c to be complete
5: end if
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Remarks:

• If replicas fail, a client u may receive less than 3f + 1
consistent responses from the replicas. Client u can only
assume command c to be complete if all correct replicas
r eventually append command c to their local history hr.

Definition 5.10 (Commit Certificate). A commit certificate S
contains 2f + 1 consistent and signed Response(a,OR)r messages
from 2f + 1 different replicas r.

Remarks:

• The set S is a commit certificate which proves the execu-
tion of the command on 2f + 1 replicas, of which at least
f + 1 are correct. This commit certificate S must be ac-
knowledged by 2f + 1 replicas before the client considers
the command to be complete.

• Why do clients have to distribute this commit certificate
to 2f + 1 replicas? We will discuss this in Theorem 5.21.

• What if |S| < 2f + 1, or what if the client receives 2f + 1
messages but some have inconsistent histories? Since at
most f replicas are byzantine, the primary itself must be
byzantine! Can we resolve this?

Byzantine Primary

Definition 5.11 (Proof of Misbehavior). Proof of misbehavior of
some node can be established by a set of contradicting signed mes-
sages.

Remarks:

• For example, if a client u receives two Response(a,OR)r
messages that contain inconsistent OR messages signed by
the primary, client u can prove that the primary misbe-
haved. Client u broadcasts this proof of misbehavior to
all replicas r which initiate a view change by broadcasting
a IHatePrimaryr message to all replicas.
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Algorithm 5.12 Zyzzyva: Byzantine Primary (append to Al-
gorithm 5.9)

1: if |S| < 2f + 1 then
2: Client u sends the original R = Request(c,t)u to all replicas
3: Each replica r sends a ConfirmRequest(R)r message to p
4: if primary p replies with OR then
5: Replica r forwards OR to all replicas
6: Continue as in Algorithm 5.8, Line 5
7: else
8: Replica r initiates view change by broadcasting

IHatePrimaryr to all replicas
9: end if

10: end if

Remarks:

• A faulty primary can slow down Zyzzyva by not send-
ing out the OrderedRequest messages in Algorithm 5.8,
repeatedly escalating to Algorithm 5.12.

• Line 5 in the Algorithm is necessary to ensure liveness.
We will discuss this in Theorem 5.27.

• Again, there is potential for optimization. For example,
a replica might already know about a command that is
requested by a client. In that case, it can answer without
asking the primary. Furthermore, the primary might al-
ready know the message R requested by the replicas. In
that case, it sends the old OR message to the requesting
replica.

Safety

Definition 5.13 (Safety). We call a system safe if the following
condition holds: If a command with sequence number j and a his-
tory hj completes, then for any command that completed earlier
(with a smaller sequence number i < j), the history hi is a prefix
of history hj.
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Remarks:

• In Zyzzyva a command can only complete in two ways,
either in Algorithm 5.8 or in Algorithm 5.9.

• If a system is safe, complete commands cannot be re-
ordered or dropped. So is Zyzzyva so far safe?

Lemma 5.14. Let ci and cj be two different complete commands.
Then ci and cj must have different sequence numbers.

Proof. If a command c completes in Algorithm 5.8, 3f + 1 replicas
sent a Response(a,OR)r to the client. If the command c completed
in Algorithm 5.9, at least 2f + 1 replicas sent a Response(a,OR)r
message to the client. Hence, a client has to receive at least 2f + 1
Response(a,OR)r messages.

Both ci and cj are complete. Therefore there must be at least
2f + 1 replicas that responded to ci with a Response(a,OR)r mes-
sage. But there are also at least 2f + 1 replicas that responded
to cj with a Response(a,OR)r message. Because there are only
3f + 1 replicas, there is at least one correct replica that sent a
Response(a,OR)r message for both ci and cj . A correct replica
only sends one Response(a,OR)r message for each sequence num-
ber, hence the two commands must have different sequence num-
bers.

Lemma 5.15. Let ci and cj be two complete commands with se-
quence numbers i < j. The history hi is a prefix of hj.

Proof. As in the proof of Lemma 5.14, there has to be at least one
correct replica that sent a Response(a,OR)r message for both ci and
cj .

A correct replica r that sent a Response(a,OR)r message for ci
will only accept cj if the history for cj provided by the primary is
consistent with the local history of replica r, including ci.

Remarks:

• A byzantine primary can cause the system to never com-
plete any command. Either by never sending any mes-
sages or by inconsistently ordering client requests. In this
case, replicas have to replace the primary.
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View Changes

Definition 5.16 (View Change). In Zyzzyva, a view change is
used to replace a byzantine primary with another (hopefully correct)
replica. View changes are initiated by replicas sending IHatePrima-

ryr to all other replicas. This only happens if a replica obtains a
valid proof of misbehavior from a client or after a replica fails to
obtain an OR message from the primary in Algorithm 5.12.

Remarks:

• How can we safely decide to initiate a view change, i.e.
demote a byzantine primary? Note that byzantine nodes
should not be able to trigger a view change!

Algorithm 5.17 Zyzzyva: View Change Agreement

1: All replicas continuously collect the set H of IHatePrimaryr
messages

2: if a replica r received |H| > f messages or a valid ViewChange

message then
3: Replica r broadcasts ViewChange(Hr,hr,Srl )r
4: Replica r stops participating in the current view
5: Replica r switches to the next primary “p = p+ 1”
6: end if

Remarks:

• The f + 1 IHatePrimaryr messages in set H prove that
at least one correct replica initiated a view change. This
proof is broadcast to all replicas to make sure that once
the first correct replica stopped acting in the current
view, all other replicas will do so as well.

• Srl is the most recent commit certificate that the replica
obtained in the ending view as described in Algorithm 5.9.
Srl will be used to recover the correct history before the
new view starts. The local histories hr are included
in the ViewChange(Hr,hr,Srl )r message such that com-
mands that completed after a correct client received 3f+
1 responses from replicas can be recovered as well.

• In Zyzzyva, a byzantine primary starts acting as a nor-
mal replica after a view change. In practice, all machines
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eventually break and rarely fix themselves after that. In-
stead, one could consider to replace a byzantine primary
with a fresh replica that was not in the previous view.

Algorithm 5.18 Zyzzyva: View Change Execution

1: The new primary p collects the set C of
ViewChange(Hr,hr,Srl )r messages

2: if new primary p collected |C| ≥ 2f + 1 messages then
3: New primary p sends NewView(C)p to all replicas
4: end if

5: if a replica r received a NewView(C)p message then
6: Replica r recovers new history hnew as shown in Algo-

rithm 5.20
7: Replica r broadcasts ViewConfirm(hnew)r message to all

replicas
8: end if

9: if a replica r received 2f + 1 ViewConfirm(hnew)r messages
then

10: Replica r accepts hr = hnew as the history of the new view
11: Replica r starts participating in the new view
12: end if

Remarks:

• Analogously to Lemma 5.15, commit certificates are or-
dered. For two commit certificates Si and Sj with se-
quence numbers i < j, the history hi certified by Si is a
prefix of the history hj certified by Sj .

• Zyzzyva collects the most recent commit certificate and
the local history of 2f + 1 replicas. This information is
distributed to all replicas, and used to recover the history
for the new view hnew.

• If a replica does not receive the NewView(C)p or the View-
Confirm(hnew)r message in time, it triggers another view
change by broadcasting IHatePrimaryr to all other repli-
cas.

• How is the history recovered exactly? It seems that the
set of histories included in C can be messy. How can
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we be sure that complete commands are not reordered or
dropped?

commands up to Sl︷ ︸︸ ︷ ≥ f + 1 consistent histories︷ ︸︸ ︷
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Figure 5.19: The structure of the data reported by different repli-
cas in C. Commands up to the last commit certificate Sl were
completed in either Algorithm 5.8 or Algorithm 5.9. After the last
commit certificate Sl there may be commands that completed at
a correct client in Algorithm 5.8. Algorithm 5.20 shows how the
new history hnew is recovered such that no complete commands are
lost.

Algorithm 5.20 Zyzzyva: History Recovery

1: C = set of 2f + 1 ViewChange(Hr,hr,Sr)r messages in
NewView(C)p

2: R = set of replicas included in C
3: Sl = most recent commit certificate Srl reported in C
4: hnew = history hl contained in Sl
5: k = l + 1, next sequence number
6: while command ck exists in C do
7: if ck is reported by at least f + 1 replicas in R then
8: Remove replicas from R that do not support ck
9: hnew = (hnew, ck)

10: end if
11: k = k + 1
12: end while
13: return hnew
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Remarks:

• Commands up to Sl are included into the new history
hnew.

• If at least f + 1 replicas share a consistent history after
the last commit certificate Sl, also the commands after
that are included.

• Even if f + 1 correct replicas consistently report a com-
mand c after the last commit certificate Sl, c may not
be considered complete by a client, e.g., because one of
the responses to the client was lost. Such a command is
included in the new history hnew. When the client retries
executing c, the replicas will be able to identify the same
command c using the timestamp included in the client’s
request, and avoid duplicate execution of the command.

• Can we be sure that all commands that completed at a
correct client are carried over into the new view?

Lemma 5.21. The globally most recent commit certificate Sl is
included in C.

Proof. Any two sets of 2f + 1 replicas share at least one correct
replica. Hence, at least one correct replica which acknowledged
the most recent commit certificate Sl also sent a LocalCommit(Sl)r
message that is in C.

Lemma 5.22. Any command and its history that completes after
Sl has to be reported in C at least f + 1 times.

Proof. A command c can only complete in Algorithm 5.8 after Sl.
Hence, 3f + 1 replicas sent a Response(a,OR)r message for c. C
includes the local histories of 2f + 1 replicas of which at most f
are byzantine. As a result, c and its history is consistently found
in at least f + 1 local histories in C.

Lemma 5.23. If a command c is considered complete by a client,
command c remains in its place in the history during view changes.

Proof. We have shown in Lemma 5.21 that the most recent commit
certificate is contained in C, and hence any command that termi-
nated in Algorithm 5.9 is included in the new history after a view
change. Every command that completed before the last commit
certificate Sl is included in the history as a result. Commands that
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completed in Algorithm 5.8 after the last commit certificate are
supported by at least f+1 correct replicas as shown in Lemma 5.22.
Such commands are added to the new history as described in Algo-
rithm 5.20. Algorithm 5.20 adds commands sequentially until the
histories become inconsistent. Hence, complete commands are not
lost or reordered during a view change.

Theorem 5.24. Zyzzyva is safe even during view changes.

Proof. Complete commands are not reordered within a view as
described in Lemma 5.15. Also, no complete command is lost or
reordered during a view change as shown in Lemma 5.23. Hence,
Zyzzyva is safe.

Remarks:

• So Zyzzyva correctly handles complete commands even in
the presence of failures. We also want Zyzzyva to make
progress, i.e., commands issued by correct clients should
complete eventually.

• If the network is broken or introduces arbitrarily large
delays, commands may never complete.

• Can we be sure commands complete in periods in which
delays are bounded?

Definition 5.25 (Liveness). We call a system live if every com-
mand eventually completes.

Lemma 5.26. Zyzzyva is live during periods of synchrony if the
primary is correct and a command is requested by a correct client.

Proof. The client receives a Response(a,OR)r message from all cor-
rect replicas. If it receives 3f + 1 messages, the command com-
pletes immediately in Algorithm 5.8. If the client receives fewer
than 3f + 1 messages, it will at least receive 2f + 1, since there
are at most f byzantine replicas. All correct replicas will answer
the client’s Commit(S)u message with a correct LocalCommit(S)r
message after which the command completes in Algorithm 5.9.

Lemma 5.27. If, during a period of synchrony, a request does not
complete in Algorithm 5.8 or Algorithm 5.9, a view change occurs.
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Proof. If a command does not complete for a sufficiently long time,
the client will resend the R = Request(c,t)u message to all repli-
cas. After that, if a replica’s ConfirmRequest(R)r message is not
answered in time by the primary, it broadcasts an IHatePrimaryr
message. If a correct replica gathers f+1 IHatePrimaryr messages,
the view change is initiated. If no correct replica collects more than
f IHatePrimaryr messages, at least one correct replica received a
valid OrderedRequest(hp, c, R)p message from the primary which
it forwards to all other replicas. In that case, the client is guaran-
teed to receive at least 2f + 1 Response(a,OR)r messages from the
correct replicas and can complete the command by assembling a
commit certificate.

Remarks:

• If the newly elected primary is byzantine, the view change
may never terminate. However, we can detect if the new
primary does not assemble C correctly as all contained
messages are signed. If the primary refuses to assemble
C, replicas initiate another view change after a timeout.

Chapter Notes

Algorithm 5.2 was introduced by Dolev et al. [DFF+82] in 1982.
Byzantine fault tolerant state machine replication (BFT) is a prob-
lem that gave rise to various protocols. Castro and Liskov [MC99]
introduced the Practical Byzantine Fault Tolerance (PBFT) proto-
col in 1999, applications such as Farsite [ABC+02] followed. This
triggered the development of, e.g., Q/U [AEMGG+05] and HQ
[CML+06]. Zyzzyva [KAD+07] improved on performance espe-
cially in the case of no failures, while Aardvark [CWA+09] improved
performance in the presence of failures. Guerraoui at al. [GKQV10]
introduced a modular system which allows to more easily develop
BFT protocols that match specific applications in terms of robust-
ness or best case performance.
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Chapter 6

Quorum Systems

What happens if a single server is no longer powerful enough to
service all your customers? The obvious choice is to add more
servers and to use the majority approach (e.g. Paxos, Chapter 2)
to guarantee consistency. However, even if you buy one million
servers, a client still has to access more than half of them per
request! While you gain fault-tolerance, your efficiency can at most
be doubled. Do we have to give up on consistency?

Let us take a step back: We used majorities because major-
ity sets always overlap. But are majority sets the only sets that
guarantee overlap? In this chapter we study the theory behind
overlapping sets, known as quorum systems.

Definition 6.1 (quorum, quorum system). Let V = {v1, . . . , vn}
be a set of nodes. A quorum Q ⊆ V is a subset of these nodes.
A quorum system S ⊂ 2V is a set of quorums s.t. every two
quorums intersect, i.e., Q1 ∩Q2 6= ∅ for all Q1, Q2 ∈ S.

Remarks:

• When a quorum system is being used, a client selects a
quorum, acquires a lock (or ticket) on all nodes of the
quorum, and when done releases all locks again. The
idea is that no matter which quorum is chosen, its nodes
will intersect with the nodes of every other quorum.

• What can happen if two quorums try to lock their nodes
at the same time?

• A quorum system S is called minimal if ∀Q1, Q2 ∈ S :
Q1 6⊂ Q2.

61
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• The simplest quorum system imaginable consists of just
one quorum, which in turn just consists of one server. It
is known as Singleton.

• In the Majority quorum system, every quorum has bn2 c+
1 nodes.

• Can you think of other simple quorum systems?

6.1 Load and Work

Definition 6.2 (access strategy). An access strategy Z defines
the probability PZ(Q) of accessing a quorum Q ∈ S s.t.

∑
Q∈S PZ(Q)

= 1.

Definition 6.3 (load).

• The load of access strategy Z on a node vi is LZ(vi) =∑
Q∈S;vi∈Q PZ(Q).

• The load induced by access strategy Z on a quorum system
S is the maximal load induced by Z on any node in S, i.e.,
LZ(S) = maxvi∈S LZ(vi).

• The load of a quorum system S is L(S) = minZ LZ(S).

Definition 6.4 (work).

• The work of a quorum Q ∈ S is the number of nodes in Q,
W (Q) = |Q|.

• The work induced by access strategy Z on a quorum system
S is the expected number of nodes accessed, i.e., WZ(S) =∑
Q∈S PZ(Q) ·W (Q).

• The work of a quorum system S is W (S) = minZWZ(S).

Remarks:

• Note that you cannot choose different access strategies Z
for work and load, you have to pick a single Z for both.

• We illustrate the above concepts with a small example.
Let V = {v1, v2, v3, v4, v5} and S = {Q1, Q2, Q3, Q4},
with Q1 = {v1, v2}, Q2 = {v1, v3, v4}, Q3 = {v2, v3, v5},
Q4 = {v2, v4, v5}. If we choose the access strategy Z
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s.t. PZ(Q1) = 1/2 and PZ(Q2) = PZ(Q3) = PZ(Q4) =
1/6, then the node with the highest load is v2 with LZ(v2)
= 1/2 + 1/6 + 1/6 = 5/6, i.e., LZ(S) = 5/6. Regarding
work, we have WZ(S) = 1/2 ·2+1/6 ·3+1/6 ·3+1/6 ·3 =
15/6.

• Can you come up with a better access strategy for S?

• If every quorum Q in a quorum system S has the same
number of elements, S is called uniform.

• What is the minimum load a quorum system can have?

Primary Copy vs. Majority Singleton Majority

How many nodes need to be accessed? (Work) 1 > n/2
What is the load of the busiest node? (Load) 1 > 1/2

Table 6.5: First comparison of the Singleton and Majority quorum
systems. Note that the Singleton quorum system can be a good
choice when the failure probability of every single node is > 1/2.

Theorem 6.6. Let S be a quorum system. Then L(S) ≥ 1/
√
n

holds.

Proof. Let Q = {v1, . . . , vq} be a quorum of minimal size in S,
with sizes |Q| = q and |S| = s. Let Z be an access strategy for S.
Every other quorum in S intersects in at least one element with
this quorum Q. Each time a quorum is accessed, at least one node
in Q is accessed as well, yielding a lower bound of LZ(vi) ≥ 1/q
for some vi ∈ Q.

Furthermore, as Q is minimal, at least q nodes need to be ac-
cessed, yielding W (S) ≥ q. Thus, LZ(vi) ≥ q/n for some vi ∈ Q,
as each time q nodes are accessed, the load of the most accessed
node is at least q/n.

Combining both ideas leads to LZ(S) ≥ max (1/q, q/n) ⇒
LZ(S) ≥ 1/

√
n. Thus, L(S) ≥ 1/

√
n, as Z can be any access

strategy.

Remarks:

• Can we achieve this load?
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6.2 Grid Quorum Systems
Definition 6.7 (Basic Grid quorum system). Assume

√
n ∈ N,

and arrange the n nodes in a square matrix with side length of√
n, i.e., in a grid. The basic Grid quorum system consists of

√
n

quorums, with each containing the full row i and the full column i,
for 1 ≤ i ≤

√
n.

Figure 6.8: The basic version of the Grid quorum system, where
each quorum Qi with 1 ≤ i ≤

√
n uses row i and column i. The

size of each quorum is 2
√
n−1 and two quorums overlap in exactly

two nodes. Thus, when the access strategy Z is uniform (i.e., the
probability of each quorum is 1/

√
n), the work is 2

√
n− 1, and the

load of every node is in Θ(1/
√
n).

Remarks:

• Consider the right picture in Figure 6.8: The two quo-
rums intersect in two nodes. If both quorums were to be
accessed at the same time, it is not guaranteed that at
least one quorum will lock all of its nodes, as they could
enter a deadlock!

• In the case of just two quorums, one could solve this by
letting the quorums just intersect in one node, see Fig-
ure 6.9. However, already with three quorums the same
situation could occur again, progress is not guaranteed!

• However, by deviating from the “access all at once” strat-
egy, we can guarantee progress if the nodes are totally
ordered!

Theorem 6.11. If each quorum is accessed by Algorithm 6.10, at
least one quorum will obtain a lock for all of its nodes.

Proof. We prove the theorem by contradiction. Assume no quorum
can make progress, i.e., for every quorum we have: At least one of
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Figure 6.9: There are other ways to choose quorums in the grid
s.t. pairwise different quorums only intersect in one node. The size
of each quorum is between

√
n and 2

√
n − 1, i.e., the work is in

Θ(
√
n). When the access strategy Z is uniform, the load of every

node is in Θ(1/
√
n).

Algorithm 6.10 Sequential Locking Strategy for a Quorum Q

1: Attempt to lock the nodes one by one, ordered by their identi-
fiers

2: Should a node be already locked, release all locks and start over

its nodes is locked by another quorum. Let v be the node with
the highest identifier that is locked by some quorum Q. Observe
that Q already locked all of its nodes with a smaller identifier than
v, otherwise Q would have restarted. As all nodes with a higher
identifier than v are not locked, Q either has locked all of its nodes
or can make progress – a contradiction. As the set of nodes is finite,
one quorum will eventually be able to lock all of its nodes.

Remarks:

• But now we are back to sequential accesses in a distrib-
uted system? Let’s do it concurrently with the same
idea, i.e., resolving conflicts by the ordering of the nodes.
Then, a quorum that locked the highest identifier so far
can always make progress!
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Algorithm 6.12 Concurrent Locking Strategy for a Quorum Q

Invariant: Let vQ ∈ Q be the highest identifier of a node
locked by Q s.t. all nodes vi ∈ Q with vi < vQ are locked
by Q as well. Should Q not have any lock, then vQ is set to
0.

1: repeat
2: Attempt to lock all nodes of the quorum Q
3: for each node v ∈ Q that was not able to be locked by Q

do
4: exchange vQ and vQ′ with the quorum Q′ that locked v
5: if vQ > vQ′ then
6: Q′ releases lock on v and Q acquires lock on v
7: end if
8: end for
9: until all nodes of the quorum Q are locked

Theorem 6.13. If the nodes and quorums use Algorithm 6.12, at
least one quorum will obtain a lock for all of its nodes.

Proof. The proof is analogous to the proof of Theorem 6.11: As-
sume for contradiction that no quorum can make progress. How-
ever, at least the quorum with the highest vQ can always make
progress – a contradiction! As the set of nodes is finite, at least
one quorum will eventually be able to acquire a lock on all of its
nodes.

Remarks:

• What if a quorum locks all of its nodes and then crashes?
Is the quorum system dead now? This issue can be pre-
vented by, e.g., using leases instead of locks: leases have
a timeout, i.e., a lock is released eventually.

6.3 Fault Tolerance

Definition 6.14 (resilience). If any f nodes from a quorum system
S can fail s.t. there is still a quorum Q ∈ S without failed nodes,
then S is f -resilient. The largest such f is the resilience R(S).

Theorem 6.15. Let S be a Grid quorum system where each of
the n quorums consists of a full row and a full column. S has a
resilience of

√
n− 1.
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Proof. If all
√
n nodes on the diagonal of the grid fail, then every

quorum will have at least one failed node. Should less than
√
n

nodes fail, then there is a row and a column without failed nodes.

Definition 6.16 (failure probability). Assume that every node
works with a fixed probability p (in the following we assume con-
crete values, e.g. p > 1/2). The failure probability Fp(S) of a
quorum system S is the probability that at least one node of every
quorum fails.

Remarks:

• The asymptotic failure probability is Fp(S) for n→∞.

Facts 6.17. A version of a Chernoff bound states the following:
Let x1, . . . , xn be independent Bernoulli-distributed random vari-
ables with
Pr[xi = 1] = pi and Pr[xi = 0] = 1 − pi = qi, then for X :=∑n
i=1 xi and µ := E[X] =

∑n
i=1 pi the following holds:

for all 0 < δ < 1: Pr[X ≤ (1− δ)µ] ≤ e−µδ
2/2 .

Theorem 6.18. The asymptotic failure probability of the Majority
quorum system is 0.

Proof. In a Majority quorum system each quorum contains exactly
bn2 c + 1 nodes and each subset of nodes with cardinality bn2 c + 1
forms a quorum. The Majority quorum system fails, if only bn2 c
nodes work. Otherwise there is at least one quorum available. In
order to calculate the failure probability we define the following
random variables:

xi =

{
1, if node i works, happens with probability p

0, if node i fails, happens with probability q = 1− p
and X :=

∑n
i=1 xi, with µ = np,

whereas X corresponds to the number of working nodes. To
estimate the probability that the number of working nodes is less
than bn2 c + 1 we will make use of the Chernoff inequality from
above. By setting δ = 1 − 1

2p we obtain FP (S) = Pr[X ≤ bn2 c] ≤
Pr[X ≤ n

2 ] = Pr[X ≤ (1− δ)µ].
With δ = 1 − 1

2p we have 0 < δ ≤ 1/2 due to 1/2 < p ≤ 1.

Thus, we can use the Chernoff bound and get FP (S) ≤ e−µδ
2/2 ∈

e−Ω(n).
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Theorem 6.19. The asymptotic failure probability of the Grid quo-
rum system is 1.

Proof. Consider the n = d · d nodes to be arranged in a d × d
grid. A quorum always contains one full row. In this estimation
we will make use of the Bernoulli inequality which states that for
all n ∈ N, x ≥ −1 : (1 + x)n ≥ 1 + nx.

The system fails, if in each row at least one node fails (which
happens with probability 1 − pd for a particular row, as all nodes
work with probability pd). Therefore we can bound the failure
probability from below with:

Fp(S) ≥ Pr[at least one failure per row] = (1 − pd)d ≥ 1 −
dpd −→

n→∞
1.

Remarks:

• Now we have a quorum system with optimal load (the
Grid) and one with fault-tolerance (Majority), but what
if we want both?

Definition 6.20 (B-Grid quorum system). Consider n = dhr
nodes, arranged in a rectangular grid with h ·r rows and d columns.
Each group of r rows is a band, and r elements in a column re-
stricted to a band are called a mini-column. A quorum consists of
one mini-column in every band and one element from each mini-
column of one band; thus every quorum has d + hr − 1 elements.
The B-Grid quorum system consists of all such quorums.

Figure 6.21: A B-Grid quorum system with n = 100 nodes, d = 10
columns, h · r = 10 rows, h = 5 bands, and r = 2. The depicted
quorum has a d+ hr − 1 = 10 + 5 · 2− 1 = 19 nodes. If the access
strategy Z is chosen uniformly, then we have a work of d+ hr − 1
and a load of d+hr−1

n . By setting d =
√
n and r = log n, we obtain

a work of Θ (
√
n) and a load of Θ (1/

√
n).
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Theorem 6.22. The asymptotic failure probability of the B-Grid
quorum system is 0.

Proof. Suppose n = dhr and the elements are arranged in a grid
with d columns and h · r rows. The B-Grid quorum system does
fail if in each band a complete mini-column fails, because then it
is not possible to choose a band where in each mini-column an
element is still working. It also fails if in a band an element in each
mini-column fails. Those events may not be independent of each
other, but with the help of the union bound, we can upper bound
the failure probability with the following equation:

Fp(S) ≤ Pr[in every band a complete mini-column fails]

+ Pr[in a band at least one element of every m.-col. fails]

≤ (d(1− p)r)h + h(1− pr)d

We use d =
√
n, r = ln d, and 0 ≤ (1 − p) ≤ 1/3. Using

nln x = xlnn, we have d(1 − p)r ≤ d · dln 1/3 ≈ d−0.1, and hence
for large enough d the whole first term is bounded from above by
d−0.1h � 1/d2 = 1/n.

Regarding the second term, we have p ≥ 2/3, and h = d/ ln d <
d. Hence we can bound the term from above by d(1 − dln 2/3)d ≈
d(1−d−0.4)d. Using (1+t/n)n ≤ et, we get (again, for large enough

d) an upper bound of d(1− d−0.4)d = d(1− d0.6/d)d ≤ d · e−d0.6 =

d(−d0.6/ ln d)+1 � d−2 = 1/n. In total, we have Fp(S) ∈ O(1/n).

Singleton Majority Grid B-Grid∗

Work 1 > n/2 Θ (
√
n) Θ (

√
n)

Load 1 > 1/2 Θ
(
1/
√

n
)

Θ
(
1/
√

n
)

Resilience 0 < n/2 Θ (
√
n) Θ (

√
n)

F. Prob.∗∗ 1− p → 0 → 1 → 0

Table 6.23: Overview of the different quorum systems regarding
resilience, work, load, and their asymptotic failure probability. The
best entries in each row are set in bold.
∗ Setting d =

√
n and r = log n

∗∗Assuming prob. q = (1− p) is constant but significantly less than 1/2
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6.4 Byzantine Quorum Systems

While failed nodes are bad, they are still easy to deal with: just
access another quorum where all nodes can respond! Byzantine
nodes make life more difficult however, as they can pretend to be
a regular node, i.e., one needs more sophisticated methods to deal
with them. We need to ensure that the intersection of two quorums
always contains a non-byzantine (correct) node and furthermore,
the byzantine nodes should not be allowed to infiltrate every quo-
rum. In this section we study three counter-measures of increasing
strength, and their implications on the load of quorum systems.

Definition 6.24 (f -disseminating). A quorum system S is f -
disseminating if (1) the intersection of two different quorums
always contains f + 1 nodes, and (2) for any set of f byzantine
nodes, there is at least one quorum without byzantine nodes.

Remarks:

• Thanks to (2), even with f byzantine nodes, the byzan-
tine nodes cannot stop all quorums by just pretending
to have crashed. At least one quorum will survive. We
will also keep this assumption for the upcoming more
advanced byzantine quorum systems.

• Byzantine nodes can also do something worse than crash-
ing - they could falsify data! Nonetheless, due to (1),
there is at least one non-byzantine node in every quorum
intersection. If the data is self-verifying by, e.g., authen-
tication, then this one node is enough.

• If the data is not self-verifying, then we need another
mechanism.

Definition 6.25 (f -masking). A quorum system S is f -masking
if (1) the intersection of two different quorums always contains
2f + 1 nodes, and (2) for any set of f byzantine nodes, there is at
least one quorum without byzantine nodes.

Remarks:

• Note that except for the second condition, an f -masking
quorum system is the same as a 2f -disseminating system.
The idea is that the non-byzantine nodes (at least f + 1
can outvote the byzantine ones (at most f), but only if
all non-byzantine nodes are up-to-date!
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• This raises an issue not covered yet in this chapter. If we
access some quorum and update its values, this change
still has to be disseminated to the other nodes in the
byzantine quorum system. Opaque quorum systems deal
with this issue, which are discussed at the end of this
section.

• f -disseminating quorum systems need more than 3f nodes
and f -masking quorum systems need more than 4f nodes.
Essentially, the quorums may not contain too many nodes,
and the different intersection properties lead to the dif-
ferent bounds.

Theorem 6.26. Let S be a f -disseminating quorum system. Then
L(S) ≥

√
(f + 1)/n holds.

Theorem 6.27. Let S be a f -masking quorum system. Then
L(S) ≥

√
(2f + 1)/n holds.

Proofs of Theorems 6.26 and 6.27. The proofs follow the proof of
Theorem 6.6, by observing that now not just one element is ac-
cessed from a minimal quorum, but f+1 or 2f+1, respectively.

Definition 6.28 (f -masking Grid quorum system). A f-masking
Grid quorum system is constructed as the grid quorum system, but
each quorum contains one full column and f+1 rows of nodes, with
2f + 1 ≤

√
n.

Figure 6.29: An example how to choose a quorum in the f -masking
Grid with f = 2, i.e., 2+1 = 3 rows. The load is in Θ(f/

√
n) when

the access strategy is chosen to be uniform. Two quorums overlap
by their columns intersecting each other’s rows, i.e., they overlap
in at least 2f + 2 nodes.
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Remarks:

• The f -masking Grid nearly hits the lower bound for the
load of f -masking quorum systems, but not quite. A
small change and we will be optimal asymptotically.

Definition 6.30 (M -Grid quorum system). The M-Grid quo-
rum system is constructed as the grid quorum as well, but each
quorum contains

√
f + 1 rows and

√
f + 1 columns of nodes, with

f ≤
√
n−1
2 .

Figure 6.31: An example how to choose a quorum in the M -
Grid with f = 3, i.e., 2 rows and 2 columns. The load is in
Θ(
√
f/n) when the access strategy is chosen to be uniform. Two

quorums overlap with each row intersecting each other’s column,

i.e., 2
√
f + 1

2
= 2f + 2 nodes.

Corollary 6.32. The f -masking Grid quorum system and the M -
Grid quorum system are f -masking quorum systems.

Remarks:

• We achieved nearly the same load as without byzantine
nodes! However, as mentioned earlier, what happens if
we access a quorum that is not up-to-date, except for the
intersection with an up-to-date quorum? Surely we can
fix that as well without too much loss?

• This property will be handled in the last part of this
chapter by opaque quorum systems. It will ensure that
the number of correct up-to-date nodes accessed will be
larger than the number of out-of-date nodes combined
with the byzantine nodes in the quorum (cf. (6.33.1)).
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Definition 6.33 (f -opaque quorum system). A quorum system S
is f -opaque if the following two properties hold for any set of f
byzantine nodes F and any two different quorums Q1, Q2:

|(Q1 ∩Q2) \ F | > |(Q2 ∩ F ) ∪ (Q2 \Q1)| (6.33.1)

(F ∩Q) = ∅ for some Q ∈ S (6.33.2)

Figure 6.34: Intersection properties of an opaque quorum system.
Equation (6.33.1) ensures that the set of non-byzantine nodes in
the intersection of Q1, Q2 is larger than the set of out of date nodes,
even if the byzantine nodes “team up” with those nodes. Thus, the
correct up to date value can always be recognized by a majority
voting.

Theorem 6.35. Let S be a f -opaque quorum system. Then, n >
5f .

Proof. Due to (6.33.2), there exists a quorum Q1 with size at
most n − f . With (6.33.1), |Q1| > f holds. Let F1 be a set
of f (byzantine) nodes F1 ⊂ Q1, and with (6.33.2), there ex-
ists a Q2 ⊂ V \ F1. Thus, |Q1 ∩ Q2| ≤ n − 2f . With (6.33.1),
|Q1 ∩Q2| > f holds. Thus, one could choose f (byzantine) nodes
F2 with F2 ⊂ (Q1∩Q2). Using (6.33.1) one can bound n−3f from
below: n − 3f > |(Q2 ∩ Q1)| − |F2| ≥ |(Q2 ∩ Q1) ∪ (Q1 ∩ F2)| ≥
|F1|+ |F2| = 2f.
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Remarks:

• One can extend the Majority quorum system to be f -
opaque by setting the size of each quorum to contain
d(2n+ 2f)/3e nodes. Then its load is 1/n d(2n+ 2f)/3e
≈ 2/3 + 2f/3n ≥ 2/3.

• Can we do much better? Sadly, no...

Theorem 6.36. Let S be a f -opaque quorum system. Then L(S) ≥
1/2 holds.

Proof. Equation (6.33.1) implies that for Q1, Q2 ∈ S, the intersec-
tion of both Q1, Q2 is at least half their size, i.e., |(Q1 ∩ Q2)| ≥
|Q1|/2. Let S consist of quorums Q1, Q2, . . . . The load induced
by an access strategy Z on Q1 is:∑

v∈Q1

∑
v∈Qi

LZ(Qi) ≥
∑
Qi

(|Q1|/2) LZ(Qi) = |Q1|/2 .

Using the pigeonhole principle, there must be at least one node in
Q1 with load of at least 1/2.

Chapter Notes

Historically, a quorum is the minimum number of members of a
deliberative body necessary to conduct the business of that group.
Their use has inspired the introduction of quorum systems in com-
puter science since the late 1970s/early 1980s. Early work focused
on Majority quorum systems [Lam78, Gif79, Tho79], with the no-
tion of minimality introduced shortly after [GB85]. The Grid quo-
rum system was first considered in [Mae85], with the B-Grid being
introduced in [NW94]. The latter article and [PW95] also initiated
the study of load and resilience.

The f -masking Grid quorum system and opaque quorum sys-
tems are from [MR98], and the M -Grid quorum system was in-
troduced in [MRW97]. Both papers also mark the start of the
formal study of Byzantine quorum systems. The f -masking and
the M -Grid have asymptotic failure probabilities of 1, more com-
plex systems with better values can be found in these papers as
well.

Quorum systems have also been extended to cope with nodes
dynamically leaving and joining, see, e.g., the dynamic paths quo-
rum system in [NW05].
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For a further overview on quorum systems, we refer to the book
by Vukolić [Vuk12] and the article by Merideth and Reiter [MR10].
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Chapter 7

Eventual Consistency
& Bitcoin

How would you implement an ATM? Does the following implemen-
tation work satisfactorily?

Algorithm 7.1 Näıve ATM

1: ATM makes withdrawal request to bank
2: ATM waits for response from bank
3: if balance of customer sufficient then
4: ATM dispenses cash
5: else
6: ATM displays error
7: end if

Remarks:

• A connection problem between the bank and the ATM
may block Algorithm 7.1 in Line 2.

• A network partition is a failure where a network splits
into at least two parts that cannot communicate with
each other. Intuitively any non-trivial distributed system
cannot proceed during a partition and maintain consis-
tency. In the following we introduce the tradeoff between
consistency, availability and partition tolerance.

• There are numerous causes for partitions to occur, e.g.,
physical disconnections, software errors, or incompatible

77
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protocol versions. From the point of view of a node in
the system, a partition is similar to a period of sustained
message loss.

7.1 Consistency, Availability and Parti-
tions

Definition 7.2 (Consistency). All nodes in the system agree on
the current state of the system.

Definition 7.3 (Availability). The system is operational and in-
stantly processing incoming requests.

Definition 7.4 (Partition Tolerance). Partition tolerance is the
ability of a distributed system to continue operating correctly even
in the presence of a network partition.

Theorem 7.5 (CAP Theorem). It is impossible for a distrib-
uted system to simultaneously provide Consistency, Availability and
Partition Tolerance. A distributed system can satisfy any two of
these but not all three.

Proof. Assume two nodes, sharing some state. The nodes are in
different partitions, i.e., they cannot communicate. Assume a re-
quest wants to update the state and contacts a node. The node may
either: 1) update its local state, resulting in inconsistent states, or
2) not update its local state, i.e., the system is no longer available
for updates.

Algorithm 7.6 Partition tolerant and available ATM

1: if bank reachable then
2: Synchronize local view of balances between ATM and bank
3: if balance of customer insufficient then
4: ATM displays error and aborts user interaction
5: end if
6: end if
7: ATM dispenses cash
8: ATM logs withdrawal for synchronization
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Remarks:

• Algorithm 7.6 is partition tolerant and available since it
continues to process requests even when the bank is not
reachable.

• The ATM’s local view of the balances may diverge from
the balances as seen by the bank, therefore consistency
is no longer guaranteed.

• The algorithm will synchronize any changes it made to
the local balances back to the bank once connectivity is
re-established. This is known as eventual consistency.

Definition 7.7 (Eventual Consistency). If no new updates to the
shared state are issued, then eventually the system is in a quiescent
state, i.e., no more messages need to be exchanged between nodes,
and the shared state is consistent.

Remarks:

• Eventual consistency is a form of weak consistency.

• Eventual consistency guarantees that the state is eventu-
ally agreed upon, but the nodes may disagree temporar-
ily.

• During a partition, different updates may semantically
conflict with each other. A conflict resolution mechanism
is required to resolve the conflicts and allow the nodes to
eventually agree on a common state.

• One example of eventual consistency is the Bitcoin cryp-
tocurrency system.

7.2 Bitcoin

Definition 7.8 (Bitcoin Network). The Bitcoin network is a ran-
domly connected overlay network of a few thousand nodes, con-
trolled by a variety of owners. All nodes perform the same opera-
tions, i.e., it is a homogenous network and without central control.
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Remarks:

• The lack of structure is intentional: it ensures that an
attacker cannot strategically position itself in the network
and manipulate the information exchange. Information
is exchanged via a simple broadcasting protocol.

Definition 7.9 (Address). Users may generate any number of pri-
vate keys, from which a public key is then derived. An address is
derived from a public key and may be used to identify the recipient
of funds in Bitcoin. The private/public key pair is used to uniquely
identify the owner of funds of an address.

Remarks:

• The terms public key and address are often used inter-
changeably, since both are public information. The ad-
vantage of using an address is that its representation is
shorter than the public key.

• It is hard to link addresses to the user that controls them,
hence Bitcoin is often referred to as being pseudonymous.

• Not every user needs to run a fully validating node, and
end-users will likely use a lightweight client that only
temporarily connects to the network.

• The Bitcoin network collaboratively tracks the balance
in bitcoins of each address.

• The address is composed of a network identifier byte, the
hash of the public key and a checksum. It is commonly
stored in base 58 encoding, a custom encoding similar
to base 64 with some ambiguous symbols removed, e.g.,
lowercase letter “l” since it is similar to the number “1”.

• The hashing algorithm produces addresses of size 20 bytes.
This means that there are 2160 distinct addresses. It
might be tempting to brute force a target address, how-
ever at one billion trials per second one still requires ap-
proximately 245 years in expectation to find a matching
private/public key pair. Due to the birthday paradox the
odds improve if instead of brute forcing a single address
we attempt to brute force any address. While the odds of
a successful trial increase with the number of addresses,
lookups become more costly.
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Definition 7.10 (Output). An output is a tuple consisting of an
amount of bitcoins and a spending condition. Most commonly the
spending condition requires a valid signature associated with the
private key of an address.

Remarks:

• Spending conditions are scripts that offer a variety of op-
tions. Apart from a single signature, they may include
conditions that require the result of a simple computa-
tion, or the solution to a cryptographic puzzle.

• Outputs exist in two states: unspent and spent. Any
output can be spent at most once. The address balance
is the sum of bitcoin amounts in unspent outputs that
are associated with the address.

• The set of unspent transaction outputs (UTXO) and some
additional global parameters is the shared state of Bit-
coin. Every node in the Bitcoin network holds a complete
replica of that state. Local replicas may temporarily di-
verge, but consistency is eventually re-established.

Definition 7.11 (Input). An input is a tuple consisting of a ref-
erence to a previously created output and arguments (signature) to
the spending condition, proving that the transaction creator has the
permission to spend the referenced output.

Definition 7.12 (Transaction). A transaction is a datastructure
that describes the transfer of bitcoins from spenders to recipients.
The transaction consists of a number of inputs and new outputs.
The inputs result in the referenced outputs spent (removed from the
UTXO), and the new outputs being added to the UTXO.

Remarks:

• Inputs reference the output that is being spent by a (h, i)-
tuple, where h is the hash of the transaction that created
the output, and i specifies the index of the output in that
transaction.

• Transactions are broadcast in the Bitcoin network and
processed by every node that receives them.
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Algorithm 7.13 Node Receives Transaction

1: Receive transaction t
2: for each input (h, i) in t do
3: if output (h, i) is not in local UTXO or signature invalid

then
4: Drop t and stop
5: end if
6: end for
7: if sum of values of inputs < sum of values of new outputs then
8: Drop t and stop
9: end if

10: for each input (h, i) in t do
11: Remove (h, i) from local UTXO
12: end for
13: Append t to local history
14: Forward t to neighbors in the Bitcoin network

Remarks:

• Note that the effect of a transaction on the state is deter-
ministic. In other words if all nodes receive the same set
of transactions in the same order (Definition 2.8), then
the state across nodes is consistent.

• The outputs of a transaction may assign less than the
sum of inputs, in which case the difference is called the
transaction’s fee. The fee is used to incentivize other
participants in the system (see Definition 7.19)

• Notice that so far we only described a local acceptance
policy. Nothing prevents nodes to locally accept different
transactions that spend the same output.

• Transactions are in one of two states: unconfirmed or
confirmed. Incoming transactions from the broadcast are
unconfirmed and added to a pool of transactions called
the memory pool.

Definition 7.14 (Doublespend). A doublespend is a situation in
which multiple transactions attempt to spend the same output. Only
one transaction can be valid since outputs can only be spent once.
When nodes accept different transactions in a doublespend, the
shared state becomes inconsistent.
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Remarks:

• Doublespends may occur naturally, e.g., if outputs are co-
owned by multiple users. However, often doublespends
are intentional – we call these doublespend-attacks: In a
transaction, an attacker pretends to transfer an output to
a victim, only to doublespend the same output in another
transaction back to itself.

• Doulespends can result in an inconsistent state since the
validity of transactions depends on the order in which
they arrive. If two conflicting transactions are seen by
a node, the node considers the first to be valid, see Al-
gorithm 7.13. The second transaction is invalid since it
tries to spend an output that is already spent. The order
in which transactions are seen, may not be the same for
all nodes, hence the inconsistent state.

• If doublespends are not resolved, the shared state di-
verges. Therefore a conflict resolution mechanism is need-
ed to decide which of the conflicting transactions is to be
confirmed (accepted by everybody), to achieve eventual
consistency.

Definition 7.15 (Proof-of-Work). Proof-of-Work (PoW) is a mech-
anism that allows a party to prove to another party that a certain
amount of computational resources has been utilized for a period
of time. A function Fd(c, x) → {true, false}, where difficulty d
is a positive number, while challenge c and nonce x are usually
bit-strings, is called a Proof-of-Work function if it has following
properties:

1. Fd(c, x) is fast to compute if d, c, and x are given.

2. For fixed parameters d and c, finding x such that Fd(c, x) =
true is computationally difficult but feasible. The difficulty d
is used to adjust the time to find such an x.

Definition 7.16 (Bitcoin PoW function). The Bitcoin PoW func-
tion is given by

Fd(c, x)→ SHA256(SHA256(c|x)) <
2224

d
.
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Remarks:

• This function concatenates the challenge c and nonce x,
and hashes them twice using SHA256. The output of
SHA256 is a cryptographic hash with a numeric value in

{0, . . . , 2256−1} which is compared to a target value 2224

d ,
which gets smaller with increasing difficulty.

• SHA256 is a cryptographic hash function with pseudo-
random output. No better algorithm is known to find a
nonce x such that the function Fd(c, x) returns true than
simply iterating over possible inputs. This is by design
to make it difficult to find such an input, but simple to
verify the validity once it has been found.

• If the PoW functions of all nodes had the same challenge,
the fastest node would always win. However, as we will
see in Definition 7.19, each node attempts to find a valid
nonce for a node-specific challenge.

Definition 7.17 (Block). A block is a datastructure used to com-
municate incremental changes to the local state of a node. A block
consists of a list of transactions, a reference to a previous block and
a nonce. A block lists some transactions the block creator (“miner”)
has accepted to its memory-pool since the previous block. A node
finds and broadcasts a block when it finds a valid nonce for its PoW
function.

Algorithm 7.18 Node Finds Block

1: Nonce x = 0, challenge c, difficulty d, previous block bt−1

2: repeat
3: x = x+ 1
4: until Fd(c, x) = true
5: Broadcast block bt = (memory-pool, bt−1, x)

Remarks:

• With their reference to a previous block, the blocks build
a tree, rooted in the so called genesis block.

• The primary goal for using the PoW mechanism is to
adjust the rate at which blocks are found in the net-
work, giving the network time to synchronize on the lat-
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est block. Bitcoin sets the difficulty so that globally a
block is created about every 10 minutes in expectation.

• Finding a block allows the finder to impose the transac-
tions in its local memory pool to all other nodes. Upon
receiving a block, all nodes roll back any local changes
since the previous block and apply the new block’s trans-
actions.

• Transactions contained in a block are said to be confirmed
by that block.

Definition 7.19 (Reward Transaction). The first transaction in
a block is called the reward transaction. The block’s miner is re-
warded for confirming transactions by allowing it to mint new coins.
The reward transaction has a dummy input, and the sum of out-
puts is determined by a fixed subsidy plus the sum of the fees of
transactions confirmed in the block.

Remarks:

• A reward transaction is the sole exception to the rule that
the sum of inputs must be at least the sum of outputs.

• The number of bitcoins that are minted by the reward
transaction and assigned to the miner is determined by
a subsidy schedule that is part of the protocol. Initially
the subsidy was 50 bitcoins for every block, and it is
being halved every 210,000 blocks, or 4 years in expecta-
tion. Due to the halving of the block reward, the total
amount of bitcoins in circulation never exceeds 21 million
bitcoins.

• It is expected that the cost of performing the PoW to
find a block, in terms of energy and infrastructure, is
close to the value of the reward the miner receives from
the reward transaction in the block.

Definition 7.20 (Blockchain). The longest path from the genesis
block, i.e., root of the tree, to a leaf is called the blockchain. The
blockchain acts as a consistent transaction history on which all
nodes eventually agree.
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Remarks:

• The path length from the genesis block to block b is the
height hb.

• Only the longest path from the genesis block to a leaf is a
valid transaction history, since branches may contradict
each other because of doublespends.

• Since only transactions in the longest path are agreed
upon, miners have an incentive to append their blocks to
the longest chain, thus agreeing on the current state.

• The mining incentives quickly increased the difficulty of
the PoW mechanism: initially miners used CPUs to mine
blocks, but CPUs were quickly replaced by GPUs, FP-
GAs and even application specific integrated circuits (AS-
ICs) as bitcoins appreciated. This results in an equilib-
rium today in which only the most cost efficient miners,
in terms of hardware supply and electricity, make a profit
in expectation.

• If multiple blocks are mined more or less concurrently,
the system is said to have forked. Forks happen naturally
because mining is a distributed random process and two
new blocks may be found at roughly the same time.

Algorithm 7.21 Node Receives Block

1: Receive block b
2: For this node the current head is block bmax at height hmax
3: Connect block b in the tree as child of its parent p at height
hb = hp + 1

4: if hb > hmax then
5: hmax = hb
6: bmax = b
7: Compute UTXO for the path leading to bmax
8: Cleanup memory pool
9: end if
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Remarks:

• Algorithm 7.21 describes how a node updates its local
state upon receiving a block. Notice that, like Algo-
rithm 7.13, this describes the local policy and may also
result in node states diverging, i.e., by accepting different
blocks at the same height as current head.

• Unlike extending the current path, switching paths may
result in confirmed transactions no longer being confirmed,
because the blocks in the new path do not include them.
Switching paths is referred to as a reorg.

• Cleaning up the memory pool involves 1) removing trans-
actions that were confirmed in a block in the current
path, 2) removing transactions that conflict with con-
firmed transactions, and 3) adding transactions that were
confirmed in the previous path, but are no longer confirm-
ed in the current path.

• In order to avoid having to recompute the entire UTXO
at every new block being added to the blockchain, all cur-
rent implementations use datastructures that store undo
information about the operations applied by a block.
This allows efficient switching of paths and updates of
the head by moving along the path.

Theorem 7.22. Forks are eventually resolved and all nodes even-
tually agree on which is the longest blockchain. The system there-
fore guarantees eventual consistency.

Proof. In order for the fork to continue to exist, pairs of blocks
need to be found in close succession, extending distinct branches,
otherwise the nodes on the shorter branch would switch to the
longer one. The probability of branches being extended almost
simultaneously decreases exponentially with the length of the fork,
hence there will eventually be a time when only one branch is being
extended, becoming the longest branch.

7.3 Smart Contracts

Definition 7.23 (Smart Contract). A smart contract is an agree-
ment between two or more parties, encoded in such a way that the
correct execution is guaranteed by the blockchain.
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Remarks:

• Contracts allow business logic to be encoded in Bitcoin
transactions which mutually guarantee that an agreed
upon action is performed. The blockchain acts as conflict
mediator, should a party fail to honor an agreement.

• The use of scripts as spending conditions for outputs en-
ables smart contracts. Scripts, together with some addi-
tional features such as timelocks, allow encoding complex
conditions, specifying who may spend the funds associ-
ated with an output and when.

Definition 7.24 (Timelock). Bitcoin provides a mechanism to
make transactions invalid until some time in the future: time-
locks. A transaction may specify a locktime: the earliest time,
expressed in either a Unix timestamp or a blockchain height, at
which it may be included in a block and therefore be confirmed.

Remarks:

• Transactions with a timelock are not released into the
network until the timelock expires. It is the responsibility
of the node receiving the transaction to store it locally
until the timelock expires and then release it into the
network.

• Transactions with future timelocks are invalid. Blocks
may not include transactions with timelocks that have
not yet expired, i.e., they are mined before their expiry
timestamp or in a lower block than specified. If a block
includes an unexpired transaction it is invalid. Upon re-
ceiving invalid transactions or blocks, nodes discard them
immediately and do not forward them to their peers.

• Timelocks can be used to replace or supersede transac-
tions: a timelocked transaction t1 can be replaced by
another transaction t0, spending some of the same out-
puts, if the replacing transaction t0 has an earlier time-
lock and can be broadcast in the network before the re-
placed transaction t1 becomes valid.

Definition 7.25 (Singlesig and Multisig Outputs). When an out-
put can be claimed by providing a single signature it is called a
singlesig output. In contrast the script of multisig outputs
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specifies a set of m public keys and requires k-of-m (with k ≤ m)
valid signatures from distinct matching public keys from that set in
order to be valid.

Remarks:

• Most smart contracts begin with the creation of a 2-of-2
multisig output, requiring a signature from both parties.
Once the transaction creating the multisig output is con-
firmed in the blockchain, both parties are guaranteed that
the funds of that output cannot be spent unilaterally.

Algorithm 7.26 Parties A and B create a 2-of-2 multisig output
o
1: B sends a list IB of inputs with cB coins to A
2: A selects its own inputs IA with cA coins
3: A creates transaction ts{[IA, IB ], [o = cA + cB → (A,B)]}
4: A creates timelocked transaction tr{[o], [cA → A, cB → B]}

and signs it
5: A sends ts and tr to B
6: B signs both ts and tr and sends them to A
7: A signs ts and broadcasts it to the Bitcoin network

Remarks:

• ts is called a setup transaction and is used to lock in funds
into a shared account. If ts is signed and broadcast imme-
diately, one of the parties could not collaborate to spend
the multisig output, and the funds become unspendable.
To avoid a situation where the funds cannot be spent,
the protocol also creates a timelocked refund transaction
tr which guarantees that, should the funds not be spent
before the timelock expires, the funds are returned to the
respective party. At no point in time one of the parties
holds a fully signed setup transaction without the other
party holding a fully signed refund transaction, guaran-
teeing that funds are eventually returned.

• Both transactions require the signature of both parties.
In the case of the setup transaction because it has two
inputs from A and B respectively which require individ-
ual signatures. In the case of the refund transaction the
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single input spending the multisig output requires both
signatures being a 2-of-2 multisig output.

Algorithm 7.27 Simple Micropayment Channel from S to R with
capacity c

1: cS = c, cR = 0
2: S and R use Algorithm 7.26 to set up output o with value c

from S
3: Create settlement transaction tf{[o], [cS → S, cR → R]}
4: while channel open and cR < c do
5: In exchange for good with value δ
6: cR = cR + δ
7: cS = cS − δ
8: Update tf with outputs [cR → R, cS → S]
9: S signs and sends tf to R

10: end while
11: R signs last tf and broadcasts it

Remarks:

• Algorithm 7.27 implements a Simple Micropayment Chan-
nel, a smart contract that is used for rapidly adjust-
ing micropayments from a spender to a recipient. Only
two transactions are ever broadcast and inserted into the
blockchain: the setup transaction ts and the last settle-
ment transaction tf . There may have been any number of
updates to the settlement transaction, transferring ever
more of the shared output to the recipient.

• The number of bitcoins c used to fund the channel is
also the maximum total that may be transferred over the
simple micropayment channel.

• At any time the recipient R is guaranteed to eventually
receive the bitcoins, since she holds a fully signed set-
tlement transaction, while the spender only has partially
signed ones.

• The simple micropayment channel is intrinsically unidi-
rectional. Since the recipient may choose any of the set-
tlement transactions in the protocol, she will use the one
with maximum payout for her. If we were to transfer bit-
coins back, we would be reducing the amount paid out
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to the recipient, hence she would choose not to broadcast
that transaction.

7.4 Weak Consistency

Eventual consistency is only one form of weak consistency. A num-
ber of different tradeoffs between partition tolerance and consis-
tency exist in literature.

Definition 7.28 (Monotonic Read Consistency). If a node u has
seen a particular value of an object, any subsequent accesses of u
will never return any older values.

Remarks:

• Users are annoyed if they receive a notification about a
comment on an online social network, but are unable to
reply because the web interface does not show the same
notification yet. In this case the notification acts as the
first read operation, while looking up the comment on
the web interface is the second read operation.

Definition 7.29 (Monotonic Write Consistency). A write opera-
tion by a node on a data item is completed before any successive
write operation by the same node (i.e. system guarantees to serial-
ize writes by the same node).

Remarks:

• The ATM must replay all operations in order, otherwise
it might happen that an earlier operation overwrites the
result of a later operation, resulting in an inconsistent
final state.

Definition 7.30 (Read-Your-Write Consistency). After a node u
has updated a data item, any later reads from node u will never see
an older value.

Definition 7.31 (Causal Relation). The following pairs of opera-
tions are said to be causally related:

• Two writes by the same node to different variables.

• A read followed by a write of the same node.
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• A read that returns the value of a write from any node.

• Two operations that are transitively related according to the
above conditions.

Remarks:

• The first rule ensures that writes by a single node are
seen in the same order. For example if a node writes a
value in one variable and then signals that it has written
the value by writing in another variable. Another node
could then read the signalling variable but still read the
old value from the first variable, if the two writes were
not causally related.

Definition 7.32 (Causal Consistency). A system provides causal
consistency if operations that potentially are causally related are
seen by every node of the system in the same order. Concurrent
writes are not causally related, and may be seen in different orders
by different nodes.

Chapter Notes

The CAP theorem was first introduced by Fox and Brewer [FB99],
although it is commonly attributed to a talk by Eric Brewer [Bre00].
It was later proven by Gilbert and Lynch [GL02] for the asynchro-
nous model. Gilbert and Lynch also showed how to relax the con-
sistency requirement in a partially synchronous system to achieve
availability and partition tolerance.

Bitcoin was introduced in 2008 by Satoshi Nakamoto [Nak08].
Nakamoto is thought to be a pseudonym used by either a single
person or a group of people; it is still unknown who invented Bit-
coin, giving rise to speculation and conspiracy theories. Among
the plausible theories are noted cryptographers Nick Szabo [Big13]
and Hal Finney [Gre14]. The first Bitcoin client was published
shortly after the paper and the first block was mined on January
3, 2009. The genesis block contained the headline of the release
date’s The Times issue “The Times 03/Jan/2009 Chancellor on
brink of second bailout for banks”, which serves as proof that the
genesis block has been indeed mined on that date, and that no one
had mined before that date. The quote in the genesis block is also
thought to be an ideological hint: Bitcoin was created in a climate
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of financial crisis, induced by rampant manipulation by the bank-
ing sector, and Bitcoin quickly grew in popularity in anarchic and
libertarian circles. The original client is nowadays maintained by
a group of independent core developers and remains the most used
client in the Bitcoin network.

Central to Bitcoin is the resolution of conflicts due to double-
spends, which is solved by waiting for transactions to be included
in the blockchain. This however introduces large delays for the
confirmation of payments which are undesirable in some scenar-
ios in which an immediate confirmation is required. Karame et
al. [KAC12] show that accepting unconfirmed transactions leads
to a non-negligible probability of being defrauded as a result of
a doublespending attack. This is facilitated by information eclips-
ing [DW13], i.e., that nodes do not forward conflicting transactions,
hence the victim does not see both transactions of the doublespend.
Bamert et al. [BDE+13] showed that the odds of detecting a dou-
blespending attack in real-time can be improved by connecting to a
large sample of nodes and tracing the propagation of transactions
in the network.

Bitcoin does not scale very well due to its reliance on confir-
mations in the blockchain. A copy of the entire transaction his-
tory is stored on every node in order to bootstrap joining nodes,
which have to reconstruct the transaction history from the genesis
block. Simple micropayment channels were introduced by Hearn
and Spilman [HS12] and may be used to bundle multiple trans-
fers between two parties but they are limited to transferring the
funds locked into the channel once. Recently Duplex Micropayment
Channels [DW15] and the Lightning Network [PD15] have been
proposed to build bidirectional micropayment channels in which
the funds can be transferred back and forth an arbitrary number
of times, greatly increasing the flexibility of Bitcoin transfers and
enabling a number of features, such as micropayments and routing
payments between any two endpoints.
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Chapter 8

Distributed Storage

How do you store 1M movies, each with a size of about 1GB, on 1M
nodes, each equipped with a 1TB disk? Simply store the movies on
the nodes, arbitrarily, and memorize (with a global index) which
movie is stored on which node. What if the set of movies or nodes
changes over time, and you do not want to change your global index
too often?

8.1 Consistent Hashing

Several variants of hashing will do the job, e.g. consistent hashing:

Algorithm 8.1 Consistent Hashing

1: Hash the unique file name of each movie m with a known set
of hash functions hi(m)→ [0, 1), for i = 1, . . . , k

2: Hash the unique name (e.g., IP address and port number)
of each node with the same set of hash functions hi, for
i = 1, . . . , k

3: Store a copy of a movie x on node u if hi(x) ≈ hi(u), for any
i. More formally, store movie x on node u if

|hi(x)− hi(u)| = min
m
{|hi(m)− hi(u)|}, for any i

95
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Theorem 8.2 (Consistent Hashing). In expectation, Algorithm 8.1
stores each movie kn/m times.

Proof. While it is possible that some movie does not hash closest
to a node for any of its hash functions, this is highly unlikely: For
each node (n) and each hash function (k), each movie has about the
same probability (1/m) to be stored. By linearity of expectation,
a movie is stored kn/m times, in expectation.

Remarks:

• Let us do a back-of-the-envelope calculation. We have
m = 1M movies, n = 1M nodes, each node has storage
for 1TB/1GB = 1K movies, i.e., we use k = 1K hash
functions. Theorem 8.2 shows that each movie is stored
about 1K times. With a bit more math one can show
that it is highly unlikely that a movie is stored much less
often than its expected value.

• Instead of storing movies directly on nodes as in Algo-
rithm 8.1, we can also store the movies on any nodes
we like. The nodes of Algorithm 8.1 then simply store
forward pointers to the actual movie locations.

• In this chapter we want to push unreliability to the ex-
treme. What if the nodes are so unreliable that on aver-
age a node is only available for 1 hour? In other words,
nodes exhibit a high churn, they constantly join and leave
the distributed system.

• With such a high churn, hundreds or thousands of nodes
will change every second. No single node can have an
accurate picture of what other nodes are currently in the
system. This is remarkably different to classic distributed
systems, where a single unavailable node may already
be a minor disaster: all the other nodes have to get a
consistent view (Definition 5.4) of the system again. In
high churn systems it is impossible to have a consistent
view at any time.

• Instead, each node will just know about a small subset of
100 or less other nodes (“neighbors”). This way, nodes
can withstand high churn situations.



8.2. HYPERCUBIC NETWORKS 97

• On the downside, nodes will not directly know which
node is responsible for what movie. Instead, a node
searching for a movie might have to ask a neighbor node,
which in turn will recursively ask another neighbor node,
until the correct node storing the movie (or a forward
pointer to the movie) is found. The nodes of our distrib-
uted storage system form a virtual network, also called
an overlay network.

8.2 Hypercubic Networks

In this section we present a few overlay topologies of general inter-
est.

Definition 8.3 (Topology Properties). Our virtual network should
have the following properties:

• The network should be (somewhat) homogeneous: no node
should play a dominant role, no node should be a single point
of failure.

• The nodes should have IDs, and the IDs should span the
universe [0, 1), such that we can store data with hashing, as
in Algorithm 8.1.

• Every node should have a small degree, if possible polylog-
arithmic in n, the number of nodes. This will allow every
node to maintain a persistent connection with each neighbor,
which will help us to deal with churn.

• The network should have a small diameter, and routing
should be easy. If a node does not have the information
about a data item, then it should know which neighbor to ask.
Within a few (polylogarithmic in n) hops, one should find the
node that has the correct information.

Remarks:

• Some basic network topologies used in practice are trees,
rings, grids or tori. Many other suggested networks are
simply combinations or derivatives of these.
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Figure 8.4: The structure of a fat tree.

• The advantage of trees is that the routing is very easy:
for every source-destination pair there is only one path.
However, since the root of a tree is a bottleneck, trees
are not homogeneous. Instead, so-called fat trees should
be used. Fat trees have the property that every edge
connecting a node v to its parent u has a capacity that
is proportional to the number of leaves of the subtree
rooted at v. See Figure 8.4 for a picture.

• Fat trees belong to a family of networks that require
edges of non-uniform capacity to be efficient. Networks
with edges of uniform capacity are easier to build. This
is usually the case for grids and tori. Unless explicitly
mentioned, we will treat all edges in the following to be
of capacity 1.

Definition 8.5 (Torus, Mesh). Let m, d ∈ N. The (m, d)-mesh
M(m, d) is a graph with node set V = [m]d and edge set

E =

{
{(a1, . . . , ad), (b1, . . . , bd)} | ai, bi ∈ [m],

d∑
i=1

|ai − bi| = 1

}
,

where [m] means the set {0, . . . ,m−1}. The (m, d)-torus T (m, d)
is a graph that consists of an (m, d)-mesh and additionally wrap-
around edges from nodes (a1, . . . , ai−1,m−1, ai+1, . . . , ad) to nodes
(a1, . . . , ai−1, 0, ai+1, . . . , ad) for all i ∈ {1, . . . , d} and all aj ∈ [m]
with j 6= i. In other words, we take the expression ai − bi in the
sum modulo m prior to computing the absolute value. M(m, 1) is
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also called a path, T (m, 1) a cycle, and M(2, d) = T (2, d) a d-
dimensional hypercube. Figure 8.6 presents a linear array, a
torus, and a hypercube.
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Figure 8.6: The structure of M(m, 1), T (4, 2), and M(2, 3).

Remarks:

• Routing on a mesh, torus, or hypercube is trivial. On a
d-dimensional hypercube, to get from a source bitstring s
to a target bitstring t one only needs to fix each “wrong”
bit, one at a time; in other words, if the source and the
target differ by k bits, there are k! routes with k hops.

• If you put a dot in front of the d-bit ID of each node, the
nodes exactly span the d-bit IDs [0, 1).

• The Chord architecture is a close relative of the hyper-
cube, basically a less rigid hypercube. The hypercube
connects every node with an ID in [0, 1) with every node
in exactly distance 2−i, i = 1, 2, . . . , d in [0, 1). Chord
instead connect nodes with approximately distance 2−i.

• The hypercube has many derivatives, the so-called hy-
percubic networks. Among these are the butterfly, cube-
connected-cycles, shuffle-exchange, and de Bruijn graph.
We start with the butterfly, which is basically a “rolled
out” hypercube.

Definition 8.7 (Butterfly). Let d ∈ N. The d-dimensional but-
terfly BF (d) is a graph with node set V = [d + 1] × [2]d and an
edge set E = E1 ∪ E2 with

E1 = {{(i, α), (i+ 1, α)} | i ∈ [d], α ∈ [2d]}
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and

E2 = {{(i, α), (i+ 1, β)} | i ∈ [d], α, β ∈ [2d], |α− β| = 2i}.

A node set {(i, α) | α ∈ [2]d} is said to form level i of the butterfly.
The d-dimensional wrap-around butterfly W-BF(d) is defined
by taking the BF (d) and having (d, α) = (0, α) for all α ∈ [2]d.

Remarks:

• Figure 8.8 shows the 3-dimensional butterfly BF (3). The
BF (d) has (d + 1)2d nodes, 2d · 2d edges and degree 4.
It is not difficult to check that combining the node sets
{(i, α) | i ∈ [d]} for all α ∈ [2]d into a single node results
in the hypercube.

• Butterflies have the advantage of a constant node degree
over hypercubes, whereas hypercubes feature more fault-
tolerant routing.

• You may have seen butterfly-like structures before, e.g.
sorting networks, communication switches, data center
networks, fast fourier transform (FFT). The Benes net-
work (telecommunication) is nothing but two back-to-
back butterflies. The Clos network (data centers) is a
close relative to Butterflies too. Actually, merging the 2i

nodes on level i that share the first d− i bits into a single
node, the Butterfly becomes a fat tree. Every year there
are new applications for which hypercubic networks are
the perfect solution!

• Next we define the cube-connected-cycles network. It
only has a degree of 3 and it results from the hypercube
by replacing the corners by cycles.

Definition 8.9 (Cube-Connected-Cycles). Let d ∈ N. The cube-
connected-cycles network CCC(d) is a graph with node set V =
{(a, p) | a ∈ [2]d, p ∈ [d]} and edge set

E =
{
{(a, p), (a, (p+ 1) mod d)} | a ∈ [2]d, p ∈ [d]

}
∪
{
{(a, p), (b, p)} | a, b ∈ [2]d, p ∈ [d], a = b except for ap

}
.
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Figure 8.8: The structure of BF(3).
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Figure 8.10: The structure of CCC(3).

Remarks:

• Two possible representations of a CCC can be found in
Figure 8.10.

• The shuffle-exchange is yet another way of transforming
the hypercubic interconnection structure into a constant
degree network.

Definition 8.11 (Shuffle-Exchange). Let d ∈ N. The d-
dimensional shuffle-exchange SE(d) is defined as an undi-
rected graph with node set V = [2]d and an edge set E = E1 ∪ E2

with

E1 = {{(a1, . . . , ad), (a1, . . . , ād)} | (a1, . . . , ad) ∈ [2]d, ād = 1−ad}
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and

E2 = {{(a1, . . . , ad), (ad, a1, . . . , ad−1)} | (a1, . . . , ad) ∈ [2]d} .

Figure 8.12 shows the 3- and 4-dimensional shuffle-exchange
graph.
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Figure 8.12: The structure of SE(3) and SE(4).

Definition 8.13 (DeBruijn). The b-ary DeBruijn graph of di-
mension d DB(b, d) is an undirected graph G = (V,E) with node
set V = {v ∈ [b]d} and edge set E that contains all edges {v, w}
with the property that w ∈ {(x, v1, . . . , vd−1) : x ∈ [b]}, where
v = (v1, . . . , vd).
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Figure 8.14: The structure of DB(2, 2) and DB(2, 3).

Remarks:

• Two examples of a DeBruijn graph can be found in Fig-
ure 8.14.

• There are some data structures which also qualify as hy-
percubic networks. An example of a hypercubic network
is the skip list, the balanced binary search tree for the
lazy programmer:
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Definition 8.15 (Skip List). The skip list is an ordinary ordered
linked list of objects, augmented with additional forward links. The
ordinary linked list is the level 0 of the skip list. In addition, every
object is promoted to level 1 with probability 1/2. As for level 0,
all level 1 objects are connected by a linked list. In general, every
object on level i is promoted to the next level with probability 1/2. A
special start-object points to the smallest/first object on each level.

Remarks:

• Search, insert, and delete can be implemented in O(log n)
expected time in a skip list, simply by jumping from
higher levels to lower ones when overshooting the
searched position. Also, the amortized memory cost of
each object is constant, as on average an object only has
two forward links.

• The randomization can easily be discarded, by determin-
istically promoting a constant fraction of objects of level
i to level i + 1, for all i. When inserting or deleting,
object o simply checks whether its left and right level i
neighbors are being promoted to level i + 1. If none of
them is, promote object o itself. Essentially we establish
a maximal independent set (MIS) on each level, hence
at least every third and at most every second object is
promoted.

• There are obvious variants of the skip list, e.g., the skip
graph. Instead of promoting only half of the nodes to the
next level, we always promote all the nodes, similarly to a
balanced binary tree: All nodes are part of the root level
of the binary tree. Half the nodes are promoted left, and
half the nodes are promoted right, on each level. Hence
on level i we have have 2i lists (or, if we connect the last
element again with the first: rings) of about n/2i objects.
The skip graph features all the properties of Definition
8.3.

• More generally, how are degree and diameter of Definition
8.3 related? The following theorem gives a general lower
bound.

Theorem 8.16. Every graph of maximum degree d > 2 and size
n must have a diameter of at least d(log n)/(log(d− 1))e − 2.
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Proof. Suppose we have a graph G = (V,E) of maximum degree
d and size n. Start from any node v ∈ V . In a first step at most
d other nodes can be reached. In two steps at most d · (d − 1)
additional nodes can be reached. Thus, in general, in at most k
steps at most

1 +

k−1∑
i=0

d · (d− 1)i = 1 + d · (d− 1)k − 1

(d− 1)− 1
≤ d · (d− 1)k

d− 2

nodes (including v) can be reached. This has to be at least n to
ensure that v can reach all other nodes in V within k steps. Hence,

(d− 1)k ≥ (d− 2) · n
d

⇔ k ≥ logd−1((d− 2) · n/d) .

Since logd−1((d − 2)/d) > −2 for all d > 2, this is true only if
k ≥ d(log n)/(log(d− 1))e − 2.

Remarks:

• In other words, constant-degree hypercubic networks fea-
ture an asymptotically optimal diameter.

• Other hypercubic graphs manage to have a different
tradeoff between node degree and diameter. The pan-
cake graph, for instance, minimizes the maximum of these
with d = k = Θ(log n/ log log n). The ID of a node u in
the pancake graph of dimension d is an arbitrary per-
mutation of the numbers 1, 2, . . . , d. Two nodes u, v are
connected by an edge if one can get the ID of node v by
taking the ID of node u, and reversing (flipping) the first
i numbers of u’s ID. For example, in dimension d = 4,
nodes u = 2314 and v = 1324 are neighbors.

• There are a few other interesting graph classes which are
not hypercubic networks, but nevertheless seem to relate
to the properties of Definition 8.3. Small-world graphs
(a popular representations for social networks) also have
small diameter, however, in contrast to hypercubic net-
works, they are not homogeneous and feature nodes with
large degrees.

• Expander graphs (an expander graph is a sparse graph
which has good connectivity properties, that is, from ev-
ery not too large subset of nodes you are connected to
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an even larger set of nodes) are homogeneous, have a low
degree and small diameter. However, expanders are often
not routable.

8.3 DHT & Churn

Definition 8.17 (Distributed Hash Table (DHT)). A distributed
hash table (DHT) is a distributed data structure that implements
a distributed storage. A DHT should support at least (i) a search
(for a key) and (ii) an insert (key, object) operation, possibly also
(iii) a delete (key) operation.

Remarks:

• A DHT has many applications beyond storing movies,
e.g., the Internet domain name system (DNS) is essen-
tially a DHT.

• A DHT can be implemented as a hypercubic overlay net-
work with nodes having identifiers such that they span
the ID space [0, 1).

• A hypercube can directly be used for a DHT. Just use a
globally known set of hash functions hi, mapping movies
to bit strings with d bits.

• Other hypercubic structures may be a bit more intricate
when using it as a DHT: The butterfly network, for in-
stance, may directly use the d + 1 layers for replication,
i.e., all the d+ 1 nodes are responsible for the same ID.

• Other hypercubic networks, e.g. the pancake graph,
might need a bit of twisting to find appropriate IDs.

• We assume that a joining node knows a node which al-
ready belongs to the system. This is known as the boot-
strap problem. Typical solutions are: If a node has been
connected with the DHT previously, just try some of
these previous nodes. Or the node may ask some au-
thority for a list of IP addresses (and ports) of nodes
that are regularly part of the DHT.

• Many DHTs in the literature are analyzed against an ad-
versary that can crash a fraction of random nodes. After
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crashing a few nodes the system is given sufficient time
to recover again. However, this seems unrealistic. The
scheme sketched in this section significantly differs from
this in two major aspects.

• First, we assume that joins and leaves occur in a worst-
case manner. We think of an adversary that can remove
and add a bounded number of nodes; the adversary can
choose which nodes to crash and how nodes join.

• Second, the adversary does not have to wait until the sys-
tem is recovered before it crashes the next batch of nodes.
Instead, the adversary can constantly crash nodes, while
the system is trying to stay alive. Indeed, the system is
never fully repaired but always fully functional. In par-
ticular, the system is resilient against an adversary that
continuously attacks the “weakest part” of the system.
The adversary could for example insert a crawler into
the DHT, learn the topology of the system, and then re-
peatedly crash selected nodes, in an attempt to partition
the DHT. The system counters such an adversary by con-
tinuously moving the remaining or newly joining nodes
towards the areas under attack.

• Clearly, we cannot allow the adversary to have un-
bounded capabilities. In particular, in any constant time
interval, the adversary can at most add and/or remove
O(log n) nodes, n being the total number of nodes cur-
rently in the system. This model covers an adversary
which repeatedly takes down nodes by a distributed de-
nial of service attack, however only a logarithmic num-
ber of nodes at each point in time. The algorithm relies
on messages being delivered timely, in at most constant
time between any pair of operational nodes, i.e., the syn-
chronous model. Using the trivial synchronizer this is
not a problem. We only need bounded message delays
in order to have a notion of time which is needed for
the adversarial model. The duration of a round is then
proportional to the propagation delay of the slowest mes-
sage.
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Algorithm 8.18 DHT

1: Given: a globally known set of hash functions hi, and a hyper-
cube (or any other hypercubic network)

2: Each hypercube virtual node (“hypernode”) consists of
Θ(log n) nodes.

3: Nodes have connections to all other nodes of their hypernode
and to nodes of their neighboring hypernodes.

4: Because of churn, some of the nodes have to change to another
hypernode such that up to constant factors, all hypernodes own
the same number of nodes at all times.

5: If the total number of nodes n grows or shrinks above or below
a certain threshold, the dimension of the hypercube is increased
or decreased by one, respectively.

Remarks:

• Having a logarithmic number of hypercube neighbors,
each with a logarithmic number of nodes, means that
each node has Θ(log2 n) neighbors. However, with some
additional bells and whistles one can achieve Θ(log n)
neighbor nodes.

• The balancing of nodes among the hypernodes can be
seen as a dynamic token distribution problem on the hy-
percube. Each hypernode has a certain number of to-
kens, the goal is to distribute the tokens along the edges
of the graph such that all hypernodes end up with the
same or almost the same number of tokens. While to-
kens are moved around, an adversary constantly inserts
and deletes tokens. See also Figure 8.19.

• In summary, the storage system builds on two basic com-
ponents: (i) an algorithm which performs the described
dynamic token distribution and (ii) an information aggre-
gation algorithm which is used to estimate the number
of nodes in the system and to adapt the dimension of the
hypercube accordingly:

Theorem 8.20 (DHT with Churn). We have a fully scalable, effi-
cient distributed storage system which tolerates O(log n) worst-case
joins and/or crashes per constant time interval. As in other stor-
age systems, nodes have O(log n) overlay neighbors, and the usual
operations (e.g., search, insert) take time O(log n).
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Figure 8.19: A simulated 2-dimensional hypercube with four hy-
pernodes, each consisting of several nodes. Also, all the nodes are
either in the core or in the periphery of a node. All nodes within
the same hypernode are completely connected to each other, and
additionally, all nodes of a hypernode are connected to the core
nodes of the neighboring nodes. Only the core nodes store data
items, while the peripheral nodes move between the nodes to bal-
ance biased adversarial churn.

Remarks:

• Indeed, handling churn is only a minimal requirement to
make a distributed storage system work. Advanced stud-
ies proposed more elaborate architectures which can also
handle other security issues, e.g., privacy or Byzantine
attacks.

Chapter Notes

The ideas behind distributed storage were laid during the peer-
to-peer (P2P) file sharing hype around the year 2000, so a lot
of the seminal research in this area is labeled P2P. The paper
of Plaxton, Rajaraman, and Richa [PRR97] laid out a blueprint
for many so-called structured P2P architecture proposals, such
as Chord [SMK+01], CAN [RFH+01], Pastry [RD01], Viceroy
[MNR02], Kademlia [MM02], Koorde [KK03], SkipGraph [AS03],
SkipNet [HJS+03], or Tapestry [ZHS+04]. Also the paper of Plax-
ton et. al. was standing on the shoulders of giants. Some
of its eminent precursors are: linear and consistent hashing
[KLL+97], locating shared objects [AP90, AP91], compact rout-
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ing [SK85, PU88], and even earlier: hypercubic networks, e.g.
[AJ75, Wit81, GS81, BA84].

Furthermore, the techniques in use for prefix-based overlay
structures are related to a proposal called LAND, a locality-aware
distributed hash table proposed by Abraham et al. [AMD04].

More recently, a lot of P2P research focussed on security as-
pects, describing for instance attacks [LMSW06, SENB07, Lar07],
and provable countermeasures [KSW05, AS09, BSS09]. Another
topic currently garnering interest is using P2P to help distribute
live streams of video content on a large scale [LMSW07]. There
are several recommendable introductory books on P2P computing,
e.g. [SW05, SG05, MS07, KW08, BYL08].
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